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Abstract 
 
We exist at a time when technology has revolutionised the way people work. It is now just as 

easy to communicate electronically with colleagues thousands of miles away as it is with a 

coworker in the same building. While there are many advantages of information and 

communication technologies (ICTs), workplace cyberbullying channeled through ICTs 

illustrates the potential drawbacks of such technologies. The current chapter examines the 

limited, yet developing research on workplace cyberbullying. First, we discuss the criteria 

used to define workplace cyberbullying and the behaviours that encompass it. Second, we 

present current empirical findings, including research on the actors involved in the process 

and the antecedents, prevalence and impact of workplace cyberbullying. Finally, we discuss 

theoretical perspectives on why workplace cyberbullying occurs, highlight the emerging 

focus on the work context and present some suggestions for future research in this area.    
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Introduction 
 
 

The jobs that people perform, as well as their working habits have changed dramatically in 

the past 40 years. In developing economies, technology has facilitated efficiencies in 

agriculture, manufacturing and the service sector, whilst also creating new forms of 

employment, such as call centre work, which has become an important source of income for 

employees in India and the Philippines. In western countries, trends have shown a gradual 

decline in the manufacturing sector coupled with growth in the knowledge economy, where 

production is focused on ‘knowledge-based assets’, such as software, research and 

development (R&D) and human capital (Brinkley, Fauth, Mahdon & Theodoropoulou, 2009). 

Knowledge work has largely been driven by the commercialisation of the internet in the early 

1990s, as well as advances in information and communication technologies (ICTs). These 

developments have profoundly influenced the way we work: workplaces across industry are 

populated by computers, assorted work tasks would be impossible without the aid of 

technology and employees often communicate virtually, rather than in person. Indeed, the 

smartly-dressed commuter, talking loudly on a mobile phone whilst holding a takeaway 

coffee is perhaps one of the most recognisable stereotypes of the 21st Century worker.  

The trend towards virtual modes of working occurred in the 1990s, at the same time as 

researchers began to investigate workplace bullying as a construct of interest. Since then, 

different perspectives have been adopted to investigate various forms of bullying. It has been 

studied as a gendered phenomenon (Salin & Hoel, 2013), as a means of discriminating 

against particular social groups (Fevre, Lewis, Robinson & Jones, 2012; Fevre, Robinson, 

Lewis & Jones, 2013) and as a multi-faced construct, involving empirically distinguishable 

forms of behaviour (Escartín, Rodríguez-Carballeira, Gómez-Benito, & Zapf, 2010). 

However, until recently little research has addressed bullying behaviour channeled through 

technology, otherwise known as cyberbullying.  

Public interest in cyberbullying has largely been stimulated by media publicity of several 

high-profile cases where online bullying has been linked to suicide among teenagers 

(Vandebosch, Simulioniene, Marczak, Vermeulen & Bonetti, 2013). Yet, recently it has been 

recognised as an issue that affects a broader proportion of society. In 2016, technology firm 

Norton reported that 52% of 536 New Zealand women had been harassed online (Symantec, 

2016). Another study surveyed 3,699 adults from the United States, finding that 
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cyberbullying had most commonly been experienced in adulthood, rather than during 

elementary school, middle school, high school or college (Kowalski, Toth & Morgan, 2017).  

In the workplace, research into cyberbullying represents an exciting new area of study given 

the ubiquity of computing technologies in working life and the flexibility offered by virtual 

work practices. It was recently estimated that 1.3 billion people would be working virtually 

by 2015 (Johns & Gratton, 2013) and the use of virtual teams by multinational organisations 

continues to rise (Gilson, Maynard, Young, Vartiainen & Hakonen, 2015). The potential 

benefits of computer-mediated technologies are vast, both from a productivity and an 

employee well-being perspective. However, a lack of guidance regarding proper use of 

communication technologies can undermine organisational efficiency and employee health. 

Rules regarding what employees can say on private social media sites vary between 

companies. In some organisations it is a sackable offense to post abusive, prejudiced or 

defamatory information online, even when it is posted outside of working hours. This 

presents a need for organisations to present clear guidance, so that employees understand how 

they are expected to communicate online, but also so they know when to switch off from 

work to safeguard their well-being.  

Notably, trends towards virtual working have implications for future research on workplace 

bullying, as the primary means by which a significant proportion of employees communicate 

with their colleagues and other stakeholders will be via ICTs, rather than face-to-face (Farley, 

2015). It has therefore been suggested that cyberbullying will become more prevalent in 

working life (D’Cruz & Noronha, 2013). The aim of this chapter is to summarise the extant 

literature on workplace cyberbullying. First, we examine the criteria used to define workplace 

cyberbullying and discuss similarities and differences with traditional workplace bullying. 

Second, we discuss the behaviours involved and the actors that perpetrate, experience and 

witness them. Third, we present an overview on the empirical findings identified thus far, as 

well as the theoretical explanations for why people engage in cyberbullying. Fourth, we 

discuss some of the ways that targets and organisations can counter cyberbullying. Finally, 

we point out the relevance of the work context in the unfolding of workplace cyberbullying 

and outline suggestions for future research. In doing so, we hope to provide a comprehensive 

overview of research to date, combined with fruitful areas for future exploration.   
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Understanding Workplace Cyberbullying   
 
 
Cyberbullying in the Youth Context 
 
Reviewing the key debates from the youth literature is important as research on traditional 

workplace bullying was galvanised by the pioneers who first investigated bullying in schools. 

The same is true of cyberbullying, which has primarily been studied among children and 

adolescents before being investigated within organisations (Kowalski, Giumetti, Schroeder & 

Lattanner, 2014; Tokunaga, 2010). In the youth context, cyberbullying has been defined as 

“An aggressive, intentional act carried out by a group or individual, using electronic forms of 

contact, repeatedly and over time against a victim who cannot easily defend him or herself” 

(Smith et al, 2008, p. 376). Cyberbullying acts may be text-based (e.g. emails, text messages), 

visual (e.g. photos, videos) or verbal (e.g. voicemails, telephone calls) and they can occur 

through multiple mediums, including social media, mobile phones and email. The definition 

outlined by Smith et al (2008) stresses three main elements: (1) an intent to harm the target, 

(2) some repetitiveness and (3) an imbalance of power between the perpetrator(s) and the 

victim. These are the same criteria that have been applied to define traditional school bullying 

since the early 1980s (Olweus, 2013).  

Using these criteria to conceptualise cyberbullying has been the subject of considerable 

debate, as several authors have questioned the applicability of power imbalance and 

repetition to the online context (Smith, del Barrio & Tokunaga, 2013). A further criticism 

suggests that it is not practical to distinguish cyberbullying from a broader construct of 

cyberaggression, which involves all kinds of victimisation channeled through technology 

(Smith et al, 2013). Indeed, Kowalski et al (2014) presented an expansive review of 

cyberbullying definitions, many of which did not use repetition or power imbalance as 

definitional criteria, and are thus more aligned with cyberaggression. Nonetheless, authors 

who have examined the definitional issues in detail have presented a strong case that the 

same criteria can be used for both traditional bullying and cyberbullying (Olweus, 2013; 

Smith et al, 2013).  

Another prominent debate in the youth context concerns whether cyberbullying is sufficiently 

different from traditional (otherwise known as offline or face-to-face) bullying to warrant 

tailored investigation. On one side of this debate, researchers claim there are important 
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differences between these forms of bullying that influence perpetration motives and outcomes 

for targets (Slonje, Smith & Frisén, 2013; Smith, 2012a). Others claim that cyberbullying is a 

relatively low-frequency phenomenon and that many similarities exist between traditional 

bullying and cyberbullying; thus, they may be valuably clustered together under the same 

conceptual umbrella (Olweus, 2012; Olweus 2013). Due to the relative infancy of this 

research area, more empirical work is needed to give weight to these arguments.  

Organisational scholars can learn much from the youth literature as there are many 

similarities in the nature of bullying across children and adults (Nielsen, Tangen, Idsoe, 

Matthiesen & Magerøy, 2015). However, the definition of workplace bullying has developed 

in a different manner to school bullying, as many authors believe it is not feasible to use the 

intent to harm criterion in the work context. Given the debate that started in the youth 

context, in the next section we will discuss whether the criteria used to define traditional 

workplace bullying (See D’Cruz this volume) can be applied to define workplace 

cyberbullying. 

 

Defining Workplace Cyberbullying 

Before discussing the criteria that should be used to operationalise workplace cyberbullying, 

it is useful to consider why a common definition is helpful to researchers and practitioners. 

From a research perspective, an agreed conceptual understanding facilitates the development 

of a consistent body of knowledge, as different researchers can investigate workplace 

cyberbullying with a common understanding of what it entails. The danger of not using a 

clear definition is that without systematically measuring definitional components, the 

prevalence of cyberbullying may be over-estimated or under-estimated (Tokunaga, 2010). 

Similarly, if different definitions are used to investigate cyberbullying, relationships with 

other variables will vary across studies, which will inhibit clarity on the size of such 

relationships. From a practitioner perspective, a consistent definition is needed so that human 

resources (HR) professionals, occupational health and safety (OHS) personnel, therapists, 

lawyers, regulatory authorities, policy makers, unionists and other interventionists can 

identify and address cyberbullying. Research suggests that practitioners are struggling to 

tackle cyberbullying because it is not well defined (West, Foster, Levin, Edmison & 

Robibero, 2014). A commonly understood definition is therefore needed to facilitate policy-

development and training, as well as to enable the identification of cyberbullying when it 
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occurs. Drawing on the traditional workplace bullying literature, the following section will 

discuss whether the criteria relied on here, namely, repetition and persistence, power 

imbalance and intent to harm, can be used to define cyberbullying.  

 

Repetition and Persistence 

Different forms of workplace aggression have been investigated over the last 20 years 

including abusive supervision, incivility and social undermining. Researchers contend that 

the main criteria that differentiates bullying from other constructs is the repetition and 

persistence of the behaviour, whereby the target is exposed to systematic negative acts over 

time (Nielsen, Hoel, Zapf & Einarsen, 2015). 

A number of researchers have indicated that repetition is an important indicator of workplace 

cyberbullying (Coyne et al, 2016; Farley, Coyne, Axtell & Sprigg, 2016; Forssell, 2016; 

Zhang & Leidner, 2014). However, our conceptualisation of repetition will need to expand 

beyond the rigid notion espoused within traditional bullying. While cyberbullying may 

include a perpetrator embarking on a campaign of abuse directed at a specific target over 

time, it will also involve negative behaviors in the public domain which, though perhaps 

enacted just once, are continually present, viewed by a large audience, repeated by bystanders 

and/or re-posted by others (D’Cruz & Noronha, 2013). The repetition and persistence in this 

context results in a victim experiencing on-going trauma because of the continuation and 

spread of the act (Dooley, Pyżalski & Cross, 2009) even when the original protagonist is no 

longer directly involved.  

In the cyber context, debate on what constitutes repetition has been influenced by the 

distinction between private and public communication. Private communication involves one-

to-one correspondence, although team, departmental and organisational communication can 

also be considered private (to a lesser extent), as it occurs within the confines of an 

organisation. Comparatively, public communication comprises information and messages that 

are accessible by members of the public, such as messages posted on publicly accessible 

blogs, forums and social media websites.  

Some authors argue repetition is a necessary indicator of cyberbullying in private contexts, 

but not in public contexts, where communications are distributed to a much larger audience 

(Langos, 2012). Others suggest that not all publicly distributed single behaviours can be 

considered cyberbullying (Vranjes, Baillien, Vandebosch, Erreygers & De Witte, 2017). 
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Instead Vranjes et al (2017) argue that only one-off acts which directly intrude into a target’s 

private life should be classified as cyberbullying (e.g. having private information hacked, 

having private videos shared online). This is because the target may experience repeated and 

persistent fear that their information will be released publicly.  

In our view, the extent to which cyberbullying occurs in public/private settings and whether it 

intrudes into a target’s private life are not factors that should inform the way cyberbullying is 

defined. Both factors may influence the relationship between experiencing cyberbullying and 

outcomes for targets, potentially acting as moderators in this process. Rather, the central issue 

that should inform the definition of workplace cyberbullying is not where and how it occurs, 

but the extent to which it results in an enduring, ongoing situation. In online scenarios, targets 

can even act to foster repetition by revisiting online behaviour directed at themselves, such 

that they become quasi-perpetrators (D’Cruz & Noronha, 2017a, forthcoming). Accordingly, 

we consider repetition in all its forms (e.g. the continuity of abuse posted online, acts 

repeated by bystanders) as the central criterion that should be used as a definitional indicator. 

Therefore, from our perspective, the criterion of repetition adopted to define traditional 

bullying can be adopted for cyberbullying, but this narrow view of repetition needs to be 

expanded to account for the multiple ways repetition can occur online.        

 

Power Imbalance 

Power is conceptualised as the ability of a person to impose their will on another through the 

control of resources (Anderson & Galinsky, 2006) or a psychological property that people 

perceive they possess/lack in relations with others (Hershcovis, Ogunfowora, Reich & 

Christie, 2017). Workplace bullying has primarily been studied as an interpersonal situation, 

involving interactions between a perpetrator (or set of perpetrators) and a victim. In this 

situation, the target perceives himself/herself as lacking power in relation to the 

perpetrator(s). There are a number of reasons why traditional bullying victims may perceive 

themselves as powerless, including differences in expertise, physique, number of allies, 

access to resources and organisational status. Yet, while targets of bullying often feel 

powerless in their situation, it has been demonstrated that they simultaneously take steps to 

resist it, which can provide a sense of autonomy (Lutgen-Sandvik, 2006; Noronha & D'Cruz, 

2013). For example, resistance strategies include direct confrontation, withdrawing labour 

and voicing concerns about the situation to others. This has led to a view that power within 

bullying situations should not be seen as being weighted heavily in favour of the perpetrator, 
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but rather as an entity that can be drawn upon by both parties through differing means 

(D’Cruz, 2016).  

This perspective may inform how we think about the different sources of power available to 

perpetrators and victims in cyberbullying situations, although akin to the debate on repetition 

our understanding of power may need to be revisited for online bullying. Cyberbullying often 

transpires when the perpetrator and target are in separate locations, which means that 

displaying power through physical intimidation is a less effective option for cyberbullying 

perpetrators. Nonetheless, computer-mediated communication (CMC) offers perpetrators 

different ways of asserting control over targets. Notably, technology allows targets to be 

contacted through a variety of channels, as it is not uncommon for an employee to have a 

work phone number, email address and social media account. These “electronic leashes” can 

tie employees to their workplaces and provide perpetrators with greater access to targets 

outside of working hours. This is especially the case when employees are implicitly required 

to stay in touch with work at all times by checking their work emails. As such, perpetrators 

can exert control by sending communications at any time, leaving targets feeling trapped 

(D’Cruz & Noronha, 2013).  

Similarly, communication between colleagues is no longer restricted to work-related media, 

as many employees choose to communicate outside working hours on personal media and 

devices (Mainiero & Jones, 2013). This can cause headaches for HR professionals as their 

professional and legal obligations when these communications turn sour is often unclear. 

Indeed, perpetrators may take advantage when organisations do not have explicit guidance on 

social media and harassment, especially if they believe that there are no constraints on how 

they communicate outside of work. Therefore, a power imbalance may arise when 

perpetrators believe there is no policing agent to punish their behaviour and when targets 

believe there is no recourse to online harassment experienced outside working hours.  

Perpetrators can also hold power by attempting to remain anonymous. Research on 

cyberbullied students found that those unaware of the perpetrator’s identity experienced 

feelings of powerlessness and frustration (Vandebosch & Van Cleemput, 2008). This may be 

because anonymity makes it difficult to confront the perpetrator, put their actions into 

perspective or report them to a relevant authority (D’Cruz & Noronha, 2017b). In all 

likelihood, it will be challenging for a perpetrator to send continuous abusive messages 

anonymously to a victim within a work context. This is particularly the case when the 

perpetrator and victim work in the same organisation, as email addresses and caller identities 
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(IDs) usually display peoples’ identities, while internet protocol (IP) addresses can reveal the 

sender’s location. However, social media websites are often used by professionals to 

publicise their work, potentially increasing harassment from anonymous individuals. Overall, 

while anonymity is mooted to play a role in the power dynamics of cyberbullying, the extent 

that anonymous cyberbullying occurs in the working context needs further investigation.  

Although some aspects of technology allow perpetrators to exert control over targets, there is 

some evidence that targets can draw upon technological features to resolve their situation. For 

instance, communication through technology is evidenced by a ‘digital footprint’ which is a 

permanent record of specific events (e.g. telephone call logs, emails and text messages). 

Research in the Indian information technology (IT) sector reveals that targets have used 

footprint evidence to stop cyberbullying (D’Cruz & Noronha, 2013). It is therefore important 

to note that although technology offers perpetrators new ways of asserting power and control, 

technological features can also enable targets to resolve their situation.    

The extant research suggests that power remains an important criterion that can be used to 

define workplace cyberbullying. Yet, like repetition, the way that power is displayed changes 

in the online context, as perpetrators and victims can use features of computer-mediated 

communication (e.g. greater access, anonymity and the digital footprint) to tip the balance of 

power in their favour (D’Cruz, 2016).  

 

Intent to Harm 

Marking a departure from the youth context (Dehue, Bolman & Vollink, 2008; Huang & 

Chou, 2010; Smith et al., 2008), intent to harm does not currently appear in many workplace 

cyberbullying definitions (D’Cruz & Noronha, 2017b; Farley et al, 2016; Forssell, 2016; 

Vranjes et al, 2017). ICTs do not transmit all the communication cues that can reveal the real 

meaning of a message, such as voice tone and body language, resulting in difficulty 

establishing intent when bullying commences online (Farley et al, 2016). Additionally, 

individuals find it difficult to express and perceive emotion in workplace emails (Byron & 

Baldridge, 2005) and a lack of understanding on a communication partner’s work context and 

constraints can also make messages difficult to interpret (Clark & Brennan, 1991). The issue 

is further compounded by the possibility that the digital footprint left by online 

communications may lead perpetrators to enact bullying behaviours that are more subtle than 

offline bullying behaviours.  
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Interestingly, in the youth context it has been suggested that the views of a ‘reasonable 

outsider’ can be used to judge the degree of intent involved in bullying and cyberbullying 

situations (Smith et al, 2013). However, who determines the judgement of intent as a 

‘reasonable outsider’ in the context of work has not been fully articulated, especially as 

targets are often skeptical about the impartiality of HR professionals when handling bullying 

complaints (Chekwa & Thomas, 2013; D’Cruz & Noronha, 2010) even when a digital 

footprint has been left (D’Cruz & Noronha, 2017b). Accordingly, it seems appropriate that 

cyberbullying definitions exclude intent as a central criterion.   

 

Summary  

A clear, concise workplace cyberbullying definition is needed to help researchers and 

practitioners investigate and address the phenomenon. Early attempts at defining workplace 

cyberbullying have been heavily influenced by traditional bullying definitions, which stress 

repetition and power imbalance as central elements (Farley et al, 2016; Forssell, 2016; Zhang 

& Leidner, 2014). Given the arguments outlined in this section, we believe that repetition and 

power imbalance are appropriate definitional indicators of cyberbullying, albeit these criteria 

take on different forms online. We therefore subscribe to the view that workplace 

cyberbullying can be defined as “a situation where over time, an individual is repeatedly 

subjected to perceived negative acts conducted through technology (e.g. phone, email, web 

sites, social media) which are related to their work context. In this situation the target of 

workplace cyberbullying has difficulty defending him or herself against these actions” 

(Farley et al, 2016, p. 299). This definition suggests that cyberbullying and traditional 

bullying can be conceptualised using the same overarching framework. Therefore, 

cyberbullying is not conceptually different, but refers to the same phenomenon enacted 

online. Critics of this approach may question why a cyberbullying construct is needed, as 

cyberbullying could be clustered with traditional bullying under the same conceptual 

umbrella. However, a significant reason for investigating cyberbullying separately is that it 

has certain unique characteristics that may affect how it occurs. The next section will review 

these characteristics.  

 

Features of Workplace Cyberbullying  

Research from the school context has identified several features that differentiate 
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cyberbullying from traditional bullying (Smith, 2012b). A number of these features are also 

relevant to the context of work; these are as follows:  

 

1. Cyberbullying is primarily an indirect form of bullying, as it takes place online rather 

than face-to-face. Indirect aggression involves acts that are directed at a target, but not 

in a face-to-face manner (Björkqvist, Lagerspetz & Kaukiainen, 1992). Enacting this 

form of aggression can allow perpetrators to remain anonymous.  

 

2. The perpetrator and target are usually in separate physical locations when an act 

occurs. This means that the person sending the message cannot see the receiver’s 

reaction to it, nor can the receiver see the sender. 

 
3. Many cyberbullying acts remain accessible and visible for long periods of time. For 

example, text-based, picture and video messages leave a digital footprint, which 

enables those who have received messages to continuously review them, long after 

the original send date.  

 
4. Cyberbullying can be experienced anytime and anywhere as technology enables 

people to send and receive messages whenever they have a device in hand.   

 
5. Cyberbullying can potentially be viewed by a much larger audience than traditional 

bullying.  

 
6. There is a more complex array of bystander roles in cyberbullying situations: the 

bystander can view the message online, or they may be physically present with either 

(a) the perpetrator or (b) the target when a message is sent or received.  

 
These features have been highlighted in the workplace cyberbullying literature (Forssell, 

2016) and qualitative studies have illustrated how they affect people (D’Cruz & Noronha, 

2013; Heatherington & Coyne, 2014). Studying these features can uncover knowledge on the 

ways that traditional bullying and cyberbullying differ. For example, researchers have argued 

that they may produce different motivations for perpetrators and different consequences for 

targets (Menesini, Nocentini & Camodeca, 2013). In Table 1, three real workplace 

cyberbullying cases are described to highlight how these features affect cyberbullying 

situations.  
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Insert Table 1 Here 

 

These cases illustrate how the features of cyberbullying can potentially make it quite a 

different experience to traditional workplace bullying. For example, in Case 1, the perpetrator 

was able to maintain anonymity for an extended period and the target was not even aware of 

the messages until she was informed by her fiancé. This indicates that cyberbullying can 

occur without the target being aware of it. This can also happen with traditional workplace 

bullying, for example a target might discover that he/she has been the subject of office 

gossip. Nonetheless, this situation was quite different from a traditional bullying case, as the 

target’s fiancé was the one receiving the messages, which shows that cyberbullying can go 

beyond the confines of a workplace and potentially affect personal relationships.   

Like Case 1, a physical separation between the perpetrator and the target was also a factor in 

Case 2, as the target felt that she was being subjected to cyberbullying in her own home. 

Therefore, unlike face-to-face bullying (which often occurs when the perpetrator is in the 

immediate vicinity), cyberbullying can exert an impact outside of the physical workplace. 

Moreover, as opposed to the premeditated acts described in Case 1, the target describes 

messages from her manager as ‘cold’. This suggests that the manager might not have been 

aware that the messages were being interpreted in such a negative manner, as he/she was not 

able to see the target’s reaction to them. 

In Case 3, the physical location was again a factor as the target discovered that she had been 

‘unfriended’ whilst outside of the workplace. Interestingly, the Fair Work Commission ruled 

that this was unreasonable behaviour, despite the fact that it was enacted on a personal social 

media site. This suggests that even acts that occur outside working hours on non-work 

platforms could be considered workplace bullying. The case is also interesting as it describes 

a specific act ‘unfriending’ that is unique to social media.     

 

Summary 

Research on the unique features of workplace cyberbullying is still fairly limited. However, it 

has been suggested that depending on the context of a case, certain features could either make 

matters worse, or help with resolution. For example, large audiences could make a 

cyberbullying situation worse if the target experiences public humiliation. Yet, a public 

audience could help to resolve the situation if bystanders speak out against cyberbullying. It 
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therefore seems that although certain unique features have the potential to make matters 

worse for targets, there are also situations where features of cyber communication play out in 

their favour.  

 

Workplace Cyberbullying Behaviours 
 

In addition to cyberbullying’s ‘unique features’, research has focused on the behaviours that 

encompass the construct and particularly whether it involves new and unique behaviours 

compared with traditional bullying (Kowalski et al, 2014). Empirical investigation reveals 

cyberbullying involves many of the same behaviours (e.g. threats, teasing, name calling; 

Farley, 2015). By contrast, research also illustrates that it involves novel behaviours, such as 

spreading computer viruses (Forssell, 2016).  

Olweus (2012) argues that one way to identify whether cyber behaviours really are different 

is to examine the overlap between similar forms of traditional bullying and cyberbullying. 

This can be done by investigating whether the overlap between a particular form of online 

and offline bullying (e.g. exclusion) is greater than the overlap between different forms of 

traditional bullying (e.g. physical aggression and exclusion), thereby providing an answer as 

to whether it is the behaviour or the medium which is more differentiated.  

In the work context, interviews with Canadian HR professionals revealed the behaviour most 

commonly encountered by respondents was employees posting inappropriate content about 

their coworkers online, particularly on social media (West et al, 2014). Additional behaviours 

discussed included spreading jokes over email and cyber stalking after the collapse of an 

office romance. Interestingly, several interviewees commented that certain cyberbullying 

behaviours had not been encountered by HR and that a consensus on what was acceptable 

cyber behaviour had not yet been established.  

Parallel to traditional bullying research, behavioural-based measures have been adopted to 

determine the extent of cyberbullying behaviours. In a Swedish sample, Forssell (2016) found 

that more commonly experienced behaviours included: not receiving responses to 

emails/texts sent to supervisors, having necessary work-related information withheld, having 

a virus intentionally sent to one’s email address and receiving aggressively worded message. 

In a UK (United Kingdom) sample, commonly experienced behaviours involved being sent 
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conflicting information, being bypassed in group communications relevant to your work role 

and receiving messages that have a disrespectful tone (Farley, 2015). During one study, factor 

analyses revealed that two different forms of cyberbullying could be interpreted: work-related 

cyberbullying (behaviour associated with the target’s work) and person-related cyberbullying 

(behaviour related to the target’s character; Farley, 2015). These two forms of cyberbullying 

reflect a distinction identified during research on traditional bullying (Einarsen, Hoel & 

Notelaers, 2009). The same distinction was identified during another study that examined 

how traditional workplace bullying and cyberbullying affected target’s job satisfaction and 

mental strain (Coyne et al, 2016). Interestingly, work-related cyberbullying correlated to a 

greater extent with work-related traditional bullying (r = .82), than it did with person-related 

cyberbullying (r = .60). The same was true of person-related cyberbullying which was more 

positively correlated with person-related traditional bullying (r = .73), than it was with the 

work-related cyberbullying factor (r = .60).  

 

Summary  

Debate will continue as to whether cyberbullying behaviours are simply traditional bullying 

acts being conducted through a new medium, or whether they represent something more 

unique. Given the evidence presented thus far (Coyne et al, 2016), we contend that the 

behaviours are the same, regardless of whether they occur online or offline. In this respect, it 

seems that bullying behaviours are more differentiated by their nature, than by whether they 

occur online or offline. Future research could be conducted using the procedures suggested 

by Olweus (2012) to determine whether specific forms of cyberbullying share more variance 

with other forms of cyberbullying, or with their offline counterparts. From a practical 

perspective, it’s important to identify and provide practitioners with details on what 

constitutes cyberbullying so that this information can be used to create policies and guidance 

on unacceptable behaviour (Farley, 2015).   

 

Perpetrators, Victims and Bystanders 
 

Recently the question has been raised as to whether labels such as ‘perpetrator’ and ‘target’ 

are practically or theoretically meaningful (Hershcovis & Reich, 2013). It is possible that 
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labels such as ‘perpetrators’, ‘targets’ and ‘bystanders’ have been adopted as a means of 

describing actors in the process, rather than as labels than hold practical value. It could be 

argued that the process should be described without referring to value-laden terms, especially 

when bullying is caused by work environment (Salin 2003) or organizational design (D’Cruz, 

2015) factors in which workplace-linked features cause people to engage in bullying 

behaviour. In such scenarios, bullying may be initiated unconsciously, in response to a 

stimulus, as a result of poor job design or due to a culture of aggression. In which case, 

arguably the organisation should be held accountable for bullying behaviour rather than the 

individual. Nonetheless, there are cases where a clear ‘bully’ and ‘victim’ can be identified, 

for example, predatory bullying is said to occur when the perpetrator has an unprovoked 

intent to harm the target (Einarsen et al, 2011). In such instances, the terms ‘perpetrator’ and 

‘victim’ seem warranted. Yet, when bullying occurs after a conflict has escalated, both parties 

may legitimately claim to have experienced bullying behaviours at different times 

(Hershcovis & Reich, 2013). In these instances, the terms paint a misleading picture of the 

situation. Therefore, although we use the labels in this chapter, it should be noted that there 

are times when they are more or less appropriate.  

 

Perpetrators 

Traditionally, bullying was viewed as a phenomenon that occurred within the confines of an 

organisation. Einarsen (2000) defined it as instances where an employee is repeatedly 

subjected to negative acts from coworkers, supervisors or subordinates, a definition which 

seems to exclude organisational outsiders (Hershcovis, 2011). Though outsiders (e.g. 

customers, shareholders, members of the public) have the capability to abuse employees 

(D’Cruz & Noronha, 2014; Korczynski & Evans, 2013), their status as bullying perpetrators 

has rarely been considered. This is possibly because many outsiders have only fleeting 

contact with employees and therefore cannot enact persistent negative acts against them. As 

we have already detailed, computer-mediated communication changes this dynamic. CMC 

can facilitate repeated access to employees through organisational email, telephone and social 

media accounts and therefore, the potential for outsiders to enact bullying and ongoing 

harassment against employees is enhanced by CMC.  

D’Cruz and Noronha (2014) used the term ‘customer cyberbullying’ to refer to aggressive 

behaviours enacted by customers towards front-line employees via computer-mediated 
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communication. Research revealed that employees working in Indian call centres had been 

subjected to threats and rude remarks during calls, such as “Why should I trust a terrorist 

country” (D’Cruz & Noronha, 2014; p. 186) and “You are a liar, why should I trust you” (p. 

186). Other behaviours included sarcastic or bitter comments, shouting, swearing and 

intimidation. Some might question the extent to which this behaviour constitutes bullying 

under the traditional criteria, given it comes from an organisational outsider and is fairly 

short-lived. However, as discussed, the criteria of power imbalance and repetition changes in 

the online context. Therefore, one can see how employees might feel cyberbullied, given that 

power in these interactions generally lies with the customer, and call handers may receive 

several abusive calls in the same week. Further, calls are archived and can be replayed for 

performance evaluation and improvement purposes such that it is not only targets who are 

subjected to the abuse again, but their superiors also witness it (D’Cruz & Noronha, 2015). 

There are certain industrial sectors that require employees to develop long-term relationships 

with organisational outsiders. In these situations, the potential for cyberbullying may be 

greater as the primary means of contact is likely to be via ICTs. For example, social workers 

have regular contact with their clients through text messages and phone calls. Additionally, 

sales people will manage client accounts for extended periods, in situations where the client 

may hold most of the power. Another profession involving an unconventional relationship 

between employees and non-employees is education. A study conducted in a Canadian 

university found that respondents had experienced cyberbullying to a greater extent from 

students than from their colleagues (Cassidy, Faucher & Jackson, 2014). This suggests that 

cyberbullying may be more commonly enacted by those who are unconstrained by the 

sanctions that employees face for abusing colleagues. Organisations do attempt to control the 

behaviour of outsiders using various strategies, such as posters stating that abuse towards 

staff will not be tolerated, alongside warnings that harassment will be prosecuted (Wood, 

Braeken & Niven, 2012). However, arguably, these sorts of warnings may be more difficult 

to enact online, where varying degrees of anonymity and a sense of freedom from being held 

accountable have been touted as reasons for why trolling (i.e. posting inflammatory messages 

online) occurs (Hardaker, 2010).  

Another consideration is whether there are any demographic risk factors that increase one’s 

chances of becoming a perpetrator. Due to anonymity and the separation of perpetrator and 

target, cyberbullying can be an indirect form of bullying. It has been suggested that men tend 

to enact direct forms of aggression, whereas women tend to enact indirect aggression to a 
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greater extent (Zapf, Escartín, Einarsen, Hoel & Vartia, 2011). There is scant evidence on the 

gender of cyberbullying perpetrators in the working context and evidence from the youth 

context is inconsistent (Kowalski & Limber, 2007; Wang, Iannotti & Nansel, 2009; Williams 

& Guerra, 2007) which suggests a need for further research. Organisational status may also 

affect the extent to which people engage in cyberbullying. Baruch (2005) found that email 

bullying was conducted slightly more by managers than peers in a large multi-national 

organisation. However, junior doctors reported experiencing cyberbullying to a greater extent 

from their peers (who were reported as the main perpetrator in 35.6% of cases) than from 

individuals in other professional roles, such as consultants (the main perpetrators in 26% of 

cases) and managers (the main perpetrators in 19.2% of cases; Farley et al, 2015). This runs 

counter to findings on traditional workplace bullying which often finds that managers or 

supervisors are the main culprits (Hoel, 2013). The inconsistency between these two studies 

suggests that the finding may be sector dependent.    

 

Victims  

Mirroring the early research on traditional workplace bullying (Leymann & Gustafsson, 

1996; Zapf, Knorz & Kulla, 1996), to date studies on workplace cyberbullying have tended to 

examine the target’s perspective. In terms of demographic risk factors for victim status, 

contrary to traditional bullying investigations, Swedish supervisors (Forssell, 2016) and New 

Zealand managers (Gardner et al., 2016) experienced more cyberbullying behaviours than 

non-supervisors and non-managers respectively. Qualitative research has also identified that 

managers are targeted by cyberbullying (D’Cruz & Noronha, 2013). Dissatisfied employees 

may take to the internet to vent frustration with their manager’s leadership style and 

overworked managers may face a daily barrage of emails from subordinates, which leaves 

them feeling harassed.  

Regarding the gender of victims, Forssell (2016) found that men had experienced 

significantly more cyberbullying behaviours than women in a representative sample of 

Swedish adults, although there was no difference in the extent to which men and women self-

labelled as cyberbullying victims. Comparatively, Cassidy et al. (2014) reported Canadian 

female faculty members had experienced cyberbullying to a greater extent than males.  

The extent to which targets experience cyberbullying alongside traditional bullying has 

received some research attention. Mitchell et al. (2016) develop a taxonomy of bullying 
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experiences within children and youth samples: 

1. Only in-person involvement (i.e. no technology elements); 

2. Mixed (both in-person and technology elements); 

3. Only technology involvement (i.e. no in-person elements).  

Within a work context, Privitera and Campbell (2009) found 10.7% of their Australian 

sample fell into the mixed category, whereas 23.3% could be classified as only in-person 

involvement. Comparatively, Coyne et al (2016) found that out of eighteen respondents 

(13.6% of the sample) who could be classified as cyberbullying victims, fourteen (10.6%) 

were also victimised offline. Both studies found that the prevalence of traditional bullying 

was higher that the prevalence of cyberbullying. However, a recent study found that North 

American adults experienced cyberbullying more commonly than traditional bullying 

(Kowalski et al, 2017), although this study looked at behaviours experienced in all the 

domains of their lives, rather than just work-specific acts.  

 

Bystanders 

The emergence of workplace cyberbullying as an area of interest has coincided at a time 

when more research is being conducted on bystander responses to workplace aggression 

(Reich & Hershcovis, 2015). Bystanders are seen as an important group because they may 

represent one of the most effective ways of intervening against workplace aggression. 

Bystanders who step in to prevent bullying and check on the well-being of targets may 

drastically reduce its negative impact. Indeed, bystanders represent such an important group 

that the KiVa bullying programme aimed at youth and children promotes bystanders as a 

central element of the intervention. Unlike other interventions, KiVa aims to enhance self-

efficacy and anti-bullying attitudes among bystanders through highlighting bullying issues, 

promoting empathy, and including discussions with witnesses on what can be done to support 

the target in the future. 

Paull et al., (2012) posit that our understanding of the role of bystanders in traditional 

workplace bullying is currently limited, with only a few researchers considering this group 

(Bauman & Del Rio, 2006; D’Cruz & Noronha, 2011; Mulder et al, 2015). Within 

cyberbullying, the “variety of bystander roles…is more complex than in most traditional 

bullying. There can be three main bystander roles rather than one: the bystander is with the 

perpetrator when an act is sent or posted; the bystander is with the victim when it is received; 
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or the bystander is with neither, but receives the message or visits the relevant Internet site.” 

(Li et al., 2012, p.8). Yet, D’Cruz and Noronha (2013) caution that contingent on how 

workplace cyberbullying is enacted, there may be no bystanders at all. This occurs when 

communication is shared exclusively between perpetrator and target, with neither party 

involving others. Even so, when there are bystanders, the online environment results in 

“…less opportunity for bystander intervention” (Slonje & Smith 2008, p.148). Presently, we 

know very little about bystander behaviour within workplace cyberbullying. However, Coyne 

et al (2017), using a quasi-experimental design across two different employee samples, 

illustrated that bystanders were least likely to support the victim and more likely to agree 

with perpetrator actions for online/work-related negative acts. Evidently, more systematic 

research on bystander behaviour online is needed to allow researchers and practitioners to 

fully understand this group. 

As well as being a group that can prevent workplace bullying, it has been argued that 

bystanders can experience ill-health by witnessing it (Sims & Sun, 2013). The issue was 

addressed by Coyne et al (2016) who examined the relationship between witnessing 

cyberbullying and well-being among a sample of university employees. The study found that 

there was no relationship between witnessing cyberbullying and well-being, a finding which 

was explained by the deindividuation effect of virtual working. This effect makes people less 

sensitive to the feelings of others when working online, therefore the reduced social cues that 

are available when people communicate online may reduce empathy (Ang & Goh, 2010). 

Although this may shield bystanders from the negative impact of witnessing bullying, it 

potentially leaves the victim more isolated as they may not receive the same level of social 

support that they would if they were targeted offline.   

 

Summary 

The findings on perpetrators, victims and bystanders of cyberbullying are frustratingly mixed. 

Where one study (Forssell, 2016) finds evidence for a particular trait or characteristic 

associated with perpetrators or victims, there is usually another study which has found 

contrary evidence (Cassidy et al, 2014). This illustrates the need for studies which use 

representative samples, such as the one conducted by Forssell (2016). This contradictory 

evidence also suggests that there is likely to be large variation across countries, sectors and 

professional roles, particularly with respect to the extent that someone has to engage with 
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technology as part of their job. As research continues, it will be important to identify groups 

who are at greater risk of experiencing and witnessing cyberbullying, so that interventions 

can be targeted.  

 

Empirical Findings 
 

Prevalence 

There have been few studies with an explicit focus on workplace cyberbullying, and fewer 

still that have examined prevalence. Nevertheless, many studies that have measured 

cyberbullying prevalence have also measured traditional bullying, which allows for a 

comparison. Two main methods of measuring bullying are generally adopted in workplace 

bullying research: the self-labelling approach and the behavioural experience method 

(Nielsen, Matthiesen & Einarsen, 2010). Self-labelled victimisation is estimated by way of a 

single-item (usually preceded by a definition) which asks whether the respondent has been a 

victim of bullying in the past 6-12 months. Comparatively, the behavioural experience 

method involves asking respondents how often they have been subjected to an inventory of 

bullying behaviours. Table 2 shows a collection of published workplace cyberbullying studies 

which assessed prevalence. Most studies which measured traditional bullying alongside 

cyberbullying found that the former was more prevalent, when directly comparing the 

measurement method. Forssell (2016) used a nationally representative sample in Sweden and 

found that just 0.7% of respondents labelled themselves as cyberbullying victims, whereas 

3.5% self-labelled as traditional bullying victims.   

 

Insert Table 2 Here 

 

Due to a lack of longitudinal data, it is impossible to definitively answer the question of 

whether cyberbullying is increasing within a working context. However, it is clear that the 

prevalence of ICTs in organisations is increasing. Data from Eurostat indicates the percentage 

of organisations in European Union (EU) countries with a fixed broadband connection 

increased from 86% in 2011 to 90% in 2013 (Eurostat, 2014). Similarly, the percentage of 
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organisations within EU countries that used social media (e.g. Facebook, LinkedIn, 

YouTube) increased from 28% in 2013 to 36% in 2015 (Eurostat, 2016). Although these data 

do not directly imply workplace cyberbullying is on the rise, they do suggest that more 

employees have access to ICTs than ever before. It may be the case, as has been argued in the 

youth context (Smith, 2012a), that the prevalence of workplace cyberbullying rose between 

the late 1990’s and 2005 when internet and mobile phone technology became commonplace, 

followed by a levelling off from 2005 onwards.    

 

Impact 

Researchers have sought to address the impact of workplace cyberbullying and whether it is 

more severe than traditional bullying. Workplace cyberbullying has been shown to be related 

to several negative outcomes including anxiety (Baruch, 2005), frustration (Hong et al., 2014) 

and stress (Snyman, & Loh, 2015). These results should be interpreted with some caution as 

they have used cross-sectional designs with the limitation that it is not possible determine 

causal relationships between cyberbullying and hypothesized outcome variables. Indeed, 

Gardner et al. (2016) found poor health was associated with cyberbullying three months later. 

Therefore, future research on the topic should seek to assess cyberbullying and health 

variables across several time points to determine the direction of these relationships. 

Nonetheless, extrapolating from research on the consequences of traditional workplace 

bullying (See Volume 2, Section A for relevant chapters), it would be surprising if 

cyberbullying did not result in detrimental outcomes for the target. 

Given the dearth of research into workplace cyberbullying, it is too early to say whether its 

impact is lesser or greater than traditional workplace bullying. It has been argued that the 

unique characteristics of cyberbullying can make the experience more stressful for victims 

(Coyne et al, 2016; D’Cruz & Noronha, 2013; Dooley et al, 2009). For instance, it can invade 

the walls of a home which has normally been considered a safe environment. Ford (2013) 

examined some of these characteristics directly, investigating whether location and 

anonymity moderated the relationship between virtual harassment and fear of future 

harassment. Anonymity amplified the association between virtual harassment and fear of 

future harassment, such that greater perpetrator anonymity was related to higher levels of fear 

in the targets. Indeed, not knowing the identity of the perpetrator exacerbates target distress, 
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leaving them perennially puzzled about who or what has triggered the bullying and indecisive 

about the most suitable course of action (D’Cruz, 2016). 

One of the few studies which has addressed the issue of the impact of workplace 

cyberbullying vis-à-vis traditional bullying, found that cyberbullying correlated significantly 

more strongly with job dissatisfaction than traditional workplace bullying (Coyne et al, 

2016). However, research from the youth context suggests that the impact of cyberbullying is 

more likely to depend on the nature of the behaviour rather than the medium used to 

perpetrate the act. For instance, one study asked participants to rate how upset they would be 

if they were subjected to eight face-to-face bullying behaviours compared with eight 

equivalent cyberbullying behaviours (Bauman & Newman, 2013). The researchers found that 

the more severe acts were rated as more harmful, regardless of whether or not they occurred 

online or offline.  

 

Summary   

Research findings indicate that cyberbullying is less prevalent than traditional workplace 

bullying. This trend may or may not change as time goes on, as computer-mediated 

communication will likely increase, but people may be wary about enacting explicit forms of 

bullying online, which may lead to an increase in subtle forms of cyberbullying. Research on 

the impact of cyberbullying is developing; however, advanced research designs are needed to 

identify causal relationships and tease apart the influence of cyberbullying relative to 

traditional bullying.  

 

Explanations for Workplace Cyberbullying 
 

The research on traditional workplace bullying has proffered two hypotheses for why 

individuals enact bullying. The work environment hypothesis suggests that people bully due 

to factors in the work environment, such as poor work design and laissez faire leaders. The 

person-centered hypothesis suggests that individual characteristics make people more likely 

to become perpetrators or targets. Given the similarities between traditional bullying and 

cyberbullying, many of the findings on the antecedents of traditional bullying (See Volume 2, 

Section A for relevant chapters) should be applicable to cyberbullying. For example, strong 
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associations have been identified between leadership behaviour, role conflict, role ambiguity 

and social climate, and traditional workplace bullying (Skogstad, Torsheim, Einarsen & 

Hauge, 2011). Similar findings were reported in relation to cyberbullying, which was 

negatively correlated with perceived organisational support and the perceived effectiveness of 

an organisation’s bullying strategy (Gardner et al, 2016). However, there may be reasons why 

people engage in cyberbullying that are independent from motivations for engaging in 

traditional bullying.  

The literature has not developed to a stage where motives for engaging in workplace 

cyberbullying are well-known. However, a meta-analysis of the youth literature identified 

that enacting cyberbullying was moderately correlated with being a perpetrator of traditional 

bullying, normative beliefs about aggression and moral disengagement (Kowalski et al, 

2014). Regarding personality, it was recently found that agreeableness and sadism were 

personality predictors of engaging in both traditional bullying and cyberbullying among 16-

21-year old’s (van Geel, Goemans, Toprak & Vedder, 2017). Qualitative research perhaps 

offers more rounded reasons why people consider engaging in cyberbullying. Interviews with 

students suggest motives for perpetrating cyberbullying could be internal or external (Varjas 

et al, 2010). Internal motives included revenge, boredom, getting a reaction and showing 

others that you are tough. External motives included wanting to avoid face-to-face 

confrontation and a perceived lack of consequences for conducting it.  

In the workplace, a few theoretical models have been proposed to explain cyberbullying, 

which have been summarised by Coyne and Farley (in review). Two workplace bullying 

specific theories focus on a cognitive or an emotional explanatory process. Zhang and 

Leidner (2014) used the rationale choice theory of corporate crime to explain why employees 

may engage in cyberbullying. This argues that individuals weigh up the costs associated with 

(1) formal sanctions, informal sanctions and shame, and (2) moral inhibitions before deciding 

whether to act. These factors alone however, cannot explain why individuals choose to 

engage in a behaviour which they know may be sanctioned and morally wrong. Instead, 

perpetrators use other strategies to justify their behaviour, including denying responsibility 

for their actions, denying that harm has been caused, denying there is a victim and suggesting 

that the behaviour has been enacted for a greater good (e.g. productivity). This model can be 

contrasted with the emotion reaction model of workplace cyberbullying (Vranjes et al, 2017). 

The authors hypothesize stressors in the work environment (e.g. organisational change, team 

conflict) lead to anger which in turn motivates a person to engage in cyberbullying. The 
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model suggests that control appraisal moderates the relationship between stressors and 

emotions, such that anger arises when the stressor is perceived to be under another person’s 

control. In addition, attempting to suppress the anger is hypothesized to exacerbate 

cyberbullying perpetration.  

 

Summary 

The reasons why people engage in workplace bullying have been investigated at length and 

multiple reasons have been proposed. What we do not know at this point is whether there are 

novel reasons why an individual may be inclined to engage in cyberbullying, but not 

traditional bullying. In the workplace, enacting cyberbullying seems to come with greater 

risk, as many cyber behaviours leave a digital footprint, however this does not seem to have 

deterred perpetrators. It may be the case as Zhang and Leidner (2014) argue that the benefits 

outweigh the costs.  

 

Intervening Against Workplace Cyberbullying 
 

The main question regarding interventions is whether novel strategies are needed for 

cyberbullying which exist independently from traditional bullying prevention efforts. There is 

very little research on the efficacy of traditional workplace bullying interventions, which 

means that there is no way of telling whether these could also work for cyberbullying. In the 

youth context, there is some evidence to suggest that interventions against traditional bullying 

work to reduce cyberbullying (Gradinger, Yanagida, Strohmeier, & Spiel, 2016; Williford et 

al, 2013). In this chapter, we argue that cyberbullying and traditional bullying are 

conceptually identical, accordingly we would advise an integrated approach to prevention and 

resolution. This seems preferable for practitioners, as an overarching approach that covers all 

forms of bullying behaviours should be less time-consuming and involve greater clarity than 

developing new interventions for different types of bullying. However, any integrated 

approach should mention cyberbullying explicitly, as it will be important for practitioners to 

be aware of the unique characteristics of cyberbullying. The fact that cyberbullying can occur 

outside working hours and be perpetrated by organisational outsiders complicates the way 

that organisations can respond, and practitioners should implement processes to address these 
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risks.  

The unique characteristics may additionally have a function in helping targets to resolve their 

situation. Cyberbullying leaves a trail of evidence which has been used by victims to resolve 

their situations (D’Cruz & Noronha, 2013). Additionally, one method available to certain 

cyberbullying targets is to control when and how they respond to cyberbullying behaviours. 

Control is a well-known job resource that serves to reduce the impact of stressors by enabling 

employees to deal with demands when they best able to do so (Karasek & Theorell, 1990). 

Since perpetrators and targets are often separated when cyberbullying occurs, targets may be 

able to screen calls from the perpetrator’s number and call back when they feel best prepared 

to do so. Similarly, communications received via email, discussion boards or social media are 

asynchronous in that messages can be read and responded to as schedules permit. Therefore, 

a target can write back after they have had the opportunity to collect their thoughts and 

prepare an appropriate reply. Finally, a conflict model of computer-mediated communication 

suggests that when virtual messages are ambiguous they will be attributed according to how 

much an individual likes their communication partner (Friedman & Currall, 2003). Therefore, 

relatively innocent messages may be misinterpreted as aggressive if the receiver holds an 

unfavourable view of the sender. This suggests that messages that appear ambiguous in text 

form should be avoided and, instead, the sender should make efforts to discuss the matter on 

the telephone or face-to-face, where there is less margin for misattribution.  

 

Summary 

There is very little research evidence on workplace cyberbullying and even less on how to 

prevent it. As research continues, identifying effective ways of preventing cyberbullying 

should be a priority. However, in the meantime, one strategy that has been used effectively by 

targets involves recording all the evidence of cyberbullying events and using this to report or 

deter the perpetrator (D’Cruz & Noronha, 2013). Other suggestions include exercising 

control over how/when to respond to the perpetrator, and communicating ambiguous or 

complex subjects face-to-face or over the telephone. 

Since we advocate conceptualising cyberbullying in the same manner as traditional bullying, 

frameworks developed to address the latter can guide intervention efforts. One prominent 

framework involves categorising intervention efforts as primary, secondary and tertiary 

(Hershcovis, Reich, & Niven, 2015). Primary interventions seek to prevent bullying, 

secondary interventions aim to provide targets with coping resources and tertiary 
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interventions purport to lessen the impact. This model can be used by practitioners to ensure 

there are processes in place to prevent, address and alleviate bullying and cyberbullying.            

 

Work Context of Cyberbullying 
 

D’Cruz and Noronha (2017c, forthcoming) point out that available insights into workplace 

cyberbullying come from conventional workplaces which are anchored in materiality. 

Workplace interactions, usually marked by physical co-location of colleagues, could be face-

to-face and virtual, entail verbal (oral and written) and non-verbal communication and occur 

synchronously and asynchronously, generally over the course of extended or long-term 

relationships. Employment in these workplaces is within the ambit of widely recognized 

standard and non-standard contracts, but is nonetheless geographically linked to a particular 

country and governed by national and international regulatory frameworks. Social protection 

and social dialogue further safeguard employee interests. Workplace bullying in conventional 

workplaces, which could be both traditional and virtual in form, unfolds against this 

backdrop.  

The emergence of fully virtual workplaces such as online labour markets (OLMs; 

Lehdonvirta, Hjorth, Graham & Barnard, 2015) implies a new context for workplace bullying 

where only online bullying is evidenced. D’Cruz and Noronha (2017a forthcoming; 2017c 

forthcoming) is the only study we could find on cyberbullying in OLMs. Their findings 

suggest some special nuances of workplace cyberbullying in this setting. First, as mentioned 

earlier, bullying here is exclusively virtual in form, in keeping with the immaterial character 

of the workplace which entails computer-mediated communication only. Second, though 

OLMs connect spatially dispersed strangers from across the globe via the roles of 

clients/buyers and freelancers/sellers engaged jointly on projects, the availability of identities 

on the site, usually verified by site administrators, eliminates anonymity. Even so, 

interactions on OLMs are exclusively virtual and mostly short-term, such that their mediated 

and fleeting nature lowers inhibitions and heightens detachment. Moreover, interactions 

unfold via written text and occur asynchronously unless both parties are logged in 

simultaneously. Nonetheless, interactions are restricted to the OLM itself since contact details 

of clients and freelancers are unavailable via the site unless both parties themselves choose to 

share these. Besides, interactions usually occur solely between the parties involved in a 
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project, which most often is limited to two people, namely, the client and the freelancer. 

Hence, the question of bystanders in instances of cyberbullying rarely arises. Third, OLMs 

contain in-built monitoring and surveillance such that the generation and storage of digital 

footprints are automatic. Client and freelancer behaviour can be tracked and sanctioned. 

Fourth, reputation, represented as an ongoing assessment of professional standing and 

dealings and personal demeanour for clients, and calculated as an ongoing metric of 

professional capability and performance and personal etiquette for freelancers, is key to the 

selection process, and is critical for both client and, especially, freelancer success and 

continuity on the site. Not surprisingly, reputation has implications for targets’ coping with 

cyberbullying.  

D’Cruz and Noronha (2017a forthcoming; 2017c forthcoming) observed that, on the one 

hand, perpetrators take the risk of engaging in virtual abuse though they can be identified and 

sanctioned – this is despite the compromise of their profiles, success and tenure on the site. 

On the other hand, targets exercise caution about adopting counter aggressive positions to 

protect themselves, recognising that these acts adversely affect their reputation, success and 

continuity – they choose emotion-focused coping if they consider site-based redressal an 

unviable option.  

 

Summary 

The insights offered by D’Cruz and Noronha’s (2017a forthcoming; 2017c forthcoming) 

research raise pointers for further inquiries: Why do perpetrators take the risk of engaging in 

cyberbullying acts on OLMs when they can leave digital footprints? What can OLMs do to 

support targets who do not meet the criteria for site-based redressal? What governance 

mechanisms are relevant for OLMs to ensure that they are dignified workplaces? In seeking 

answers to these issues, it must be noted that OLMs constitute a special type of workplace 

since they are not characterized by widely adopted standard and non-standard employment 

contracts and conventional regulatory frameworks and protection mechanisms. Instead, they 

operate beyond democratic charge, being invisible and borderless, with no link to the state 

and hence outside the purview of governments, legislations and unions (D’Cruz & Noronha, 

2016). Moreover, research across the spectrum of OLMs encompassing low-end micro-task 

sites, skilled and professional online workplaces and specialised, sophisticated, high-value 

digital spaces could provide even more detailed insights into the phenomenon of 

cyberbullying in virtual workplaces (D’Cruz & Noronha, 2017a, forthcoming).  
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Conclusion  

 
On the 8th December 2016, the New York Times published the headline ‘Trump as 

Cyberbully in Chief? Twitter Attack on Union Boss Draws Fire’. The headline, combined 

with increasing research on the topic suggests that we are well-aware that cyberbullying is 

not a problem confined to young people. The purpose of this chapter was to consolidate the 

research conducted on workplace cyberbullying thus far, including findings on the nature of 

cyberbullying in organisations, as well as its prevalence, antecedents and impact. We take the 

view that cyberbullying is conceptually identical to traditional bullying, in the sense that it 

comprises aggressive, repeated and power-oriented behaviour. However, when bullying is 

conducted online, the unique contextual factors can produce a different experience for 

perpetrators, targets and bystanders. For example, a target will still be exposed to repeated 

abusive messages, but these messages would be available to see wherever the target is 

situated. In turn, these contextual factors may produce new perpetrators and risk groups, for 

instance two studies conducted on different continents both found that cyberbullying was 

experienced to a greater extent by supervisors, rather than non-supervisors.  

Given that research on cyberbullying is still in the early phases, there exists numerous 

avenues for future research. These include, but should not be restricted to (1) investigating 

how the unique features of cyberbullying affect the experience for targets. (2) Determining 

the extent that traditional workplace bullying and cyberbullying overlap. (3) Identifying the 

organisational sectors and professional roles that are most at risk of cyberbullying. (4) 

Longitudinal investigation of the prevalence of cyberbullying and its relationship with health 

variables. (5) Identifying whether novel reasons exist why an individual may engage in 

cyberbullying, but not traditional bullying and vice versa. (6) Exploring the dynamics of 

cyberbullying across conventional and digital workplaces. (7) Finally, and perhaps most 

importantly, research should focus on the methods that work effectively to prevent and 

reduce cyberbullying at work. Technology will be an important tool as work, jobs and 

communication continue to evolve, but we need to use it without causing harm.    
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Tables 
Table 1: A description of three real-life cyberbullying cases 

Case 1 (D’Cruz & Noronha, 2013, p. 355): A participant who refused the romantic 

advances of a colleague found that when she was away from the office for a few days, the 

colleague hacked her office computer system which was left open for upgrading purposes. 

The colleague gathered personal information from her PC (personal computer) and was 

able to acquire her fiancé’s contact details. He then proceeded to send the fiancé numerous 

anonymous emails and text messages over a period of several weeks which contained false 

information about the participant's character being morally loose in relation to men. After 

being informed about the messages by her fiancé, the participant guessed the sender’s 

identity from her earlier rejection of his romantic advances. 

 

Case 2 (Heatherington & Coyne, 2014, p. 172): The work group of a participant based in 

the US (United States of America) pharmaceutical sector was reorganised, so she started 

reporting to a line manager located in another part of the country. The participant reported 

that computer-mediated messages with her line manager were cold from the start, which 

created a personality clash. She stated that a particularly difficult aspect of the situation 

was the sense that (because she was often able to work at home) she felt that her manager 

was crossing a boundary and that she should not have to tolerate bullying outside the 

physical confines of the workplace.  

 

Case 3 (The Telegraph, 2015): The Telegraph newspaper reported on a workplace tribunal 

conducted by the Fair Work Commission in Australia, involving a dispute between two 

colleagues working in a real estate agency. Ms Roberts (the target) had complained that her 

properties were not being adequately advertised in the store window, which led to a dispute 

with the perpetrator (a sales administrator). Ms Roberts later checked if the sales 

administrator had commented on the incident on social media, only to find that she had 

been ‘unfriended’ by the perpetrator. The tribunal ruled that this action evidenced a lack of 

emotional maturity and was indicative of unreasonable behaviour. They also ruled that 

workplace bullying had occurred, although it was not the unfriending that led to this ruling, 

but a pattern of hostile behaviour over a period of two years.  
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Table 2: Workplace cyberbullying prevalence compared with traditional bullying prevalence 
 
   Cyberbullying Measurement Traditional Bullying co-measurement 

Study No. of 
respondents 

Country Self-labelling with 
definition 

Behavioural 
experience method 

Self-labelling with 
definition 

Behavioural 
experience method 

Baruch (2005) 649 UK 9.2% - 13.6%* - 
Cassidy et al. (2014) 121 Canada 17% - - - 
Coyne et al. (2016) 120 UK - 13.6% - 19.7% 
Forssell (2016) 3,371 Sweden 0.7% 9.7% 3.5% - 

Gardner et al. (2016) 826 New Zealand - 2.8% ♠ 18.5% * 15% ♠ 
Minor et al. (2013) 346 USA 33.8% - - - 
Privitera & Campbell 
(2009) 

103 Australia - 10.7% 31.1% * 23.3% 

 
Table Notes: 

1. * Denotes studies where the definition used covers both traditional bullying and cyberbullying.  
2. Figures reported in the behavioural experience column refer to the percentage of respondents who have experience at least 1 act per week, apart from where 

the ♠ symbol has been used, which indicates that respondents were classified on the basis of experiencing 2 acts per week.  
3. Some studies used a response scale when assessing self-labelled victimisation to obtain categories of victims (e.g. bullied now and then, bullied weekly or 

bullied daily), the figures reported here refer to the percentage of all respondents who stated they were bullied, regardless of the time frame. 
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The hallmarks of workplace bullying, emotional abuse and harassment 
Workplace bullying in the larger social context: A function of our times 
The presence of workplace bullying and harassment worldwide  
Theoretical frameworks that explain workplace bullying  
Workplace bullying and the polemic of subjectivity and intent  
The relevance of depersonalized and institutional bullying in the contemporary workplace 
Ethical Challenges and Workplace Bullying and Harassment: Creating Ethical Awareness and Sensitivity. 
 

Volume 2 section A 

The contribution of organizational factors to workplace bullying, emotional abuse and harassment 
The contested terrain of power in workplace bullying, emotional abuse and harassment  
The role of personality in workplace bullying research  
Workplace bullying and mental health  
Health consequences of workplace bullying: Physiological response and sleep 
The moderating effects of coping mechanisms and resources in the context of workplace bullying, emotional abuse and harassment  
Long-term consequences of workplace bullying, emotional abuse and harassment for organizations and society 
Surviving workplace bullying, emotional abuse and harassment 
Upwards bullying: What we can learn about workplace bullying 

 



43 
 

Volume 2 section B  

Targets of Workplace Bullying and Mistreatment: Helpless Victims or Active Provocateurs? 
Me? A Bully? 
The role and impact of leaders on workplace bullying, emotional abuse and harassment  
The role of bystanders in workplace bullying 
The significant others of victims of bullying, emotional abuse and harassment at work  
Human resources as an important actor in workplace bullying situations: Where we have been and where we should go   
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