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Preface

The important labour dimension of fighting corraptj including the protection of whistle-
blowers, has emerged as a subject of discussiwariaus international forums over the past
decade. In its General Survey of 2013, the ILO Cdaitem of Experts on the Application of
Conventions and Recommendations underscored the foean effective, efficient public
service with a strong ethical culture and transpeyeln 2014, the conclusions of a Global
Dialogue Forum on Challenges to Collective Bargagnn the Public Service, held by the ILO,
included references to the role of legislation,ialodialogue and collective bargaining in
maintaining the independence and protection ofipdarvants. A year later, the international
community adopted the Sustainable Development Gimalsiding target 16.6, which calls on
member States to “develop effective, accountabietemsparent institutions at all levels”.

A number of recent discussions of internationablabstandards have also picked up on the
fight against corruption. This includes the recentidopted Violence and Harassment
Convention, 2019 (No. 190), which calls on memlates to take measures to protect whistle-
blowers who report violence or harassment at waskwell as the 2016 Resolution of the
International Labour Conference concerning decearkwn global supply chains, which also
urges member States to protect whistle-blowersrasans to fight corruption.

One important aspect in the fight against corruptsathe protection of the many alert workers
at all hierarchical levels of public and financiastitutions who have disclosed information
about wrongdoing, often to the detriment of thebr§ and careers.

The protection of whistle-blowers contributes toesmabling environment for decent work and

sustainable growth. It reduces tolerance of coiouptstrengthens oversight bodies that are
responsible for ensuring fair and decent workingditions for all workers, and increases

transparency in financial transactions that afteath the public and the financial sectors.

Protection of whistle-blowers safeguards publiestments in infrastructure, which can have
a significant multiplier effect on indirect and uced employment. Further, it can encourage
investment in quality social services by reducingqualities of access, promoting enterprise
development and increasing educational opportunitie

It is in this spirit that the Sectoral Policies Bement presents this paper, which examines
national, as well as regional, law and practicetquting whistle-blowers. The selected
examples show the scope of protection that membatess with the collaboration of
employers’ and workers’ organizations, providehese workers. They also attempt to map
out possible gaps and challenges in the curreigléipn, making recommendations for the
advancement of a comprehensive protective framevarrkwhistle-blowers. | trust that these
pages will contribute to promoting constructivelddaie in this regard.

Alette van Leur
Director
Sectoral Policies Department
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1. Introduction

1.1 Background to and objectives

The protection of whistle-blowers is a necessagmeint of a coherent strategy to combat
corruption, which includes other measures to cr@atethical culture in the public and financial
sectors. Considering the interplay between pubdidids and private actors when corruption
occurs, practices in the private sector and pusgictor on whistle-blowing can be mutually
supportive. For the purpose of this study, therfaial sector is used as a good example, within
the private sector, of where concrete reforms agilation have been put forward to address
the issue of whistle-blower protection. The Inteior@al Labour Organization (ILO)
Committee of Experts on the Application of Convens and Recommendations has
underscored the importance of “qualified and magudastaff and a dynamic and depoliticized
public management and administrative culture, wath ethical focus, which combat
administrative corruption” (ILO, 2013, paras 224229, 556-7). The conclusions of the
Global Dialogue Forum on Challenges to Collectiagdaining in the Public Service (Geneva,
2-3 April 2014) held that “[s]ocial dialogue shouddm at, among other things, creating
transparent conditions in which the public servilexelops an ethical culture that prevents
corruption”. In addition, the three latest interoaal labour standards adopted — the Transition
from the Informal to the Formal Economy Recommeiotia®015 (No. 204), the Employment
and Decent Work for Peace and Resilience Recomrntiend2017 (No. 205), and the Violence
and Harassment Convention, 2019 (No. 190) — as a®lthe 2016 Resolution of the
International Labour Conference concerning decaemkwn global supply chains — all refer to
corruption or the protection of whistle-blowers.

This points to the urgency of creating a workplaature that respects and protects whistle-
blowers, supported by adequate policies and ragualafs the Global Commission on the

Future of Work stated in its report: “These ardemtlve challenges; they demand collective
responses” (Global Commission on the Future of W89, p. 33).

This paper seeks to map out laws and practiceglantlfy measures in place for the protection
of whistle-blowers by analysing a representativada of laws, regulations and international
instruments. The sample covers relevant internatiand regional instruments and national
laws covering public and financial sectors (in fatl in part) from 23 countries from four
regions: Australia, Belgium, Brazil, Canada (fedenad Quebec), Chile, France, Germany,
India, Italy, Japan, Mexico, Namibia, the NethedsyNew Zealand, Peru, Republic of Korea,
Singapore, South Africa, Sweden, Switzerland (Carmd Geneva), Tunisia, the United
Kingdom, and the United States of America. It seekeflect the broad diversity of approaches
to the issue.

The paper examines the specific tasks carrietdypublic and financial sector workers which
are labelled as whistle-blowing, and which trigtes legal protection that attaches to such a
label. The paper does not cover other private sactivities even if they could be covered by
the laws examined.




1.2 Rationale for workers’ protection

Workers in the public and financial services whpar illicit actions — including corruption,
money-laundering, tax evasion, drug traffickingyiesnmental crimes, safety violations and
illicit trade — are an important element in impmyipublic or financial sector governance. Such
workers are often engaged in an employment relstiipnthat provides them with access to
privileged information linked to the management mfblic or financial sector policies,
operational practices or finances. This places theeunique position to alert authorities or
the public and prevent possible harm or damageigiir@an efficient and transparent response
to the problem. Public servants are unique in‘ihageneral, they have more information about
the institutional mechanisms for receiving and pssing complaints of corruption, but at the
same time are most vulnerable in the absence wbppate protection systems for reporting
acts of corruption” (Chevarria and Silvestre, 204.319).

Whistle-blowing is a crucial mechanism in the sglegfor integrity and for public interest
(Wolfe et al., 2014, p. 10). Its role as a mechaniisr reporting misconduct, fraud and other
forms of illicit or unethical behaviour allows tipeiblic to be aware of violations and breaches
that would otherwise remain concealed. This isigalgrly the case in democratic States where
accountability and transparency, heightened by tiehidowing, are core values that support
the functioning of State apparatuses. Accordinglyistle-blower protection from retaliation,
disproportionate punishment, unfair treatment athetrochallenges is essential, as it allows
employees to use appropriate channels to speakgaibst wrongdoing. For instance, the
actions of Dr Jiang Yanyong, a physician who regmthesevere acute respiratory syndrome
(SARS) virus, directly led to saving millions ofédis (Khan, 2004). Major fraudulent financial
activities that led to the collapse of companieshsas Enron and Barings, for example, could
have been halted by the authorities if appropndtestle-blowing procedures and protection
schemes had been put in place.

Similarly, whistle-blowing has proved particulamffective in addressing financial crimes,
from tax evasion to securities fraud. However, Wiblowers have paid a steep price and are
in great need of effective protection (OECD, 20G8),demonstrated by the case of Bradley
Birkenfeld (United States of America v. Bradleyl&nfeld and Mario Staggl, 2008), who was
convicted for fraud conspiracy and sentenced tond@ths in jail, and is subject to arrest in
Switzerland for violating Swiss banking law due he reporting to the United States
Government about tax evasion (Browning, 2011). Bdxpresents further examples.

Indeed, significant risks and costs are associaithdwvhistle-blowing, specifically for workers
whose statutory duty is to report wrongdoing basedheir access to privileged information
linked to the management of public policies. Tlsiespecially the case in the absence of a
whistle-blowing protection law safeguarding thehtiyof this specific class of workers. The
Latin American Union of Workers of Oversight Bod{gh ATOC) has noted that “[t]his class
of workers are subject to a special type of workplaarassment identified as objective labour
violence. . . . We want to highlight that this kiafiviolence is not based on gender, religion,
sex, political or union activity, but on the spécifunctions they perform; hence we call it
objective. The determining factor is the task diresito the fight against corruption,
inefficiency and lack of transparency, and in suppb tax justice. ™ (ULATOC, 2018). In




general, for whistle-blowers the risk of being dirns prominent, especially when supervisors
are involved in the wrongdoing being reported (ChaCourtland and Cohen, 2017).

Box 1.1 Reprisals against whistle-blowers

The cases of David Munyakei and Jeffrey Wigandsitate the risks of whistle-blowing, as
they both lost their jobs as a result of theiracsi

Munyakei was an employee at the Central Bank ofiidevho in 1993, during the performance
of his duties, realized that he was processing@yenent for the export of diamonds and gold,
non-existent in Kenya. After deciding to presenhs$itve documentation to opposition
Members of Parliament, thereby exposing what wdiddome known as the Goldenberg
scandal, Munyakei was arrested temporarily, fieedl, fearing for his life, exiled from Nairobi
to Mombasa, where he lived precariously for a decatil his death in 2006.

Jeffrey Wigand was an American biochemist and #sdhof research and development at a
major tobacco company. After exposing on televiglantoxicity of the tobacco produced py
his company, Dr Wigand was fired, harassed andwed@nonymous death threats.

Sources: Kahora, 2009; National Whistleblower Cer2@19.

Additionally, potential whistle-blowers are facedwconsiderable pressure from supervisors.
Direct and indirect physical threats of violence &arassment are the most common forms of
pressure confronted by whistle-blowers, includiggiast family members (Alexander, 2005).
In the particular case of client information, rigkedated to legal action linked to breaches of
confidentiality are also common and are particylpdtent in large corporations. This notably
takes the form of so-called gagging clauses, rcemen in the public sector, which are used
to pre-emptively halt potential whistle-blowersrraeporting wrongdoings. These consist of
“clauses in employment contracts or settlementeagesnts which purport to prohibit a worker
from disclosing information about his current omher workplace” (Pyper, 2016). Generally
speaking, there are three different types of gagglauses:

- those requiring employees to internally report befgoing to the appropriate body;

- those requiring an employee to waive any monetargra received from whistle-
blowing (notably in the case of the Dodd-Frank Acthe United States, discussed
later);

« those claiming a breach of contract by a whistteasglr based on confidentiality clauses
in an employment contract.

The Special Rapporteur on the promotion and priatect the right to freedom of opinion and
expression reported to the United Nations Genesakfbly that whistle-blowers are often at
a disadvantage to prove their cases in the cofiidsvdecause of existing secrecy laws (United
Nations, 2015). The report specifically recommeindsaragraph 58:

When the right [to seek, receive and impart infdiomeand ideas of all kinds] and the
restriction clash, as they are often purported dp @overnments and international
organizations should not adopt laws and policiest tthefault in favour of the
restrictions. Rather, laws should favour disclosucé information in the public




interest. In cases of source and whistle-blowecloksires, public institutions have
most of the power — the power to intimidate, toeistigate, to prosecute. They also
have greater access to information and, thus,iliéyao make their case, while the
source or whistle-blower typically has only a wimdaento broader policies and
practices, hindered by secrecy laws that preclnded@quate defence. If a disclosure
genuinely harms a specified legitimate State istereshould be the State’s burden to
prove the harm and the intention to cause harm.

Though several advancements have been made inelldeof whistle-blower protection,
Transparency International reports that much reméinbe done to ensure adequate and
effective safeguarding of the rights and safetwihilstle-blowers (Transparency International,
2013, 2015a, 2017a). For example, in the past Hisyeoccupational fraddeferrals to
prosecution by organizations have declined by t@&est, for fear that the whistle-blower will
be identified and suffer bad publicity and retaiat(ACFE, 2018). Evidence suggests that in
the absence of an effective legal framework, proes against those accused of corruption
may deter whistle-blowing for the same reasonsiaigove, and should be avoided. As the
Special Rapporteur recommends in paragraph 65equtsns should only be reserved for
“exceptional cases of the most serious demonstiadnlm to a specific legitimate interest”
(United Nations, 2015). But even in such casesStiage “should bear the burden of proving
an intent to cause harm, and defendants [whistiesnls] should be granted (a) the ability to
present a defence of an overriding public interegihe information, and (b) access to all
information necessary to mount a full defence,udgig otherwise classified information”.
And as such, dedicated whistle-blower protectiamslaas well as laws specific to sensitive
sectors such as the financial industry and thaskedl to national security, need to be
generalized, as current legislation remains saattes is the case in Brazil and Singapore.

Another important risk is related to coverage gapthe existing whistle-blower protection
laws, mainly due to confusion in the legal framekvoegarding which laws apply, how a
whistle-blower is defined and the extent of thepscof protection (Osterhaus and Fagan,
2009)? Whistle-blowers also face being potentially bléstied in their respective industries
(Sawyer, Johnson and Holub, 2010). Other risksriecuby whistle-blowers include salary
reductions, missed promotions and attacks on thedibility (Chamorro-Courtland and
Cohen, 2017).

An associated risk is the cost to public and pevanployers who may need to respond to the
actions of their employees, thus deviating add#ldiunds meant for investing in service
delivery. To avoid this, “a clear and understandafhistle-blowing policy which is actively
implemented and easily accessible for employedslp them understand the definition of

1 Occupational fraud is defined as the use of onetipation for personal enrichment through the eetite
misuse or misapplication of the employing organags resources or assets (Association of Certifreaud
Examiners).

2 See Osterhaus and Fagan, 2009, page 2: in LafUie lack of clear reporting channels internally ted
confusion about how to investigate and resolvectse.”




whistle-blowing and protected disclosures” is nee@uane, 2016). This policy “would
ensure that:

* workers are aware of the key criteria and detemthem bringing complaints where
these criteria have not been met; and

» where there is a genuine whistle-blowing claimréhie certainty for both the employee
and the employer as to the steps which need tadea in order to address the complaint
in a practical and timely manner.”

In addition, employers should provide training t@amagers on this policy and investigate
complaints promptly.

Unfortunately, while advancements have been madkeabational and international levels,
national legal frameworks are often not comprehensenforcement remains weak and
internal procedures are not well applied. In additithere is a noticeable gap in the literature
concerning the distinction between authorities oesfble for reporting as part of their job (for
example, financial industry regulators and the &wdieneral) and employees who report as
part of ethical conduct. If adequately implementhaistle-blower protection can be one of the
primary instruments to eliminate all forms of urieéth behaviour, bringing to light cases before
the State and the public. In this sense, it playeey role in supporting achievement of
Sustainable Development Goal 16, which seeks tdd'leffective, accountable and inclusive
institutions at all levels” and to “substantialgduce corruption and bribery in all their forms”
(target 16.5)The Global Commission on the Future of Work reférte the benefits of
information sharing on several occasions in it®regfor example the right of workers to share
information to fight gender-based pay differentefe informed of workplace monitoring and
to be able to share this information with theirresgentatives. Also, the Commission called for
limits to be placed on the collection of workergrgonal data (Global Commission on the
Future of Work, 2019, pp. 34 and 44).

The ILO Termination of Employment Convention, 19@%0. 158), sets out some basic
principles on the protection of whistle-blowers, dstablishing that “the filing of a complaint
or the participation in proceedings against an eyl involving alleged violation of laws or
regulations or recourse to competent administraduhorities” (Article 5(c)) does not
constitute a valid reason for termination, and lacing the burden of proof on the employer
for such dismissal (Article 9). Other internationedal instruments on corruption (such as
Articles 8 and 33 of the United Nations Conventagainst Corruption, 2003) (UNODC,
2004), have built on the above-mentioned Convention




2.

Review of laws and practice in whistle-blower ptection

2.1  Whistle-blowing definitions

Although there is no standard definition of whidtlewing, the one most recognized in the
academic sphere is that set out by Near and Mit885), which defines whistle-blowing as
“disclosure by organization members (former or enty of illegal, immoral, or illegitimate
practices under the control of their employergye¢osons or organizations that may be able to
effect action”. The ILO defines it in similar ternas “the reporting by employees or former
employees of illegal, irregular, dangerous or uisethpractices by employerg"Definitions

of whistle-blowing or whistle-blowers emanatingrfranstruments of international law include
the following examples.

United Nations Convention against Corruption: “g@@yson who reports in good faith
and on reasonable grounds to the competent au#soainy facts concerning offences
established in accordance with this Convention” QIDXC, 2015).

Civil Law Convention on Corruption (European Unidmeaty No. 174, 2003):
“employees who have reasonable grounds to suspeaption and who report in good
faith their suspicion to responsible persons ohauities” (Council of Europe, 2003).

The Council of Europe Recommendation on the primeaf whistle-blowers defines
a whistle-blower as “any person who reports orldses information on a threat or
harm to the public interest in the context of theark-based relationship, whether it be
in public or private sector” (Council of Europe,12).

The 2009 Organisation for Economic Co-operation d@evelopment (OECD)
Recommendation of the Council for Further CombatBriery of Foreign Public
Officials in International Business TransactionsE(D, 2009) does not explicitly
define whistle-blowing but introduces the notiorpobtection in its recommendations,
namely protection from discriminatory or discipligaaction for public and private
sector employees who report in good faith and esarable grounds to the competent
authorities. Here, whistle-blowing is understoodriean an act of reporting suspected
acts of bribery in international business transam&ito competent authorities in good
faith and on reasonable grounds by both public@nte sector employees.

At country level, there appears to be a similandréeowards adopting broad definitions of a
whistle-blower at the national level, as in thddaing examples.

Ghana’s Whistleblower Act 720 (2006), section Zeads the definition of a whistle-

blower beyond the work-based relationship and fjaalia whistle-blower as an

employee making a disclosure in respect of an eyepjoan employee making a

disclosure in respect of another employee; or aggemaking a disclosure in respect
of another person, or an institution.

3 ILO Thesaurushttp://ilo.multites.net




In India, the Whistle Blowers Protection Act of 20Jsection 4(1), states that “any
public servant or any other person including ang-governmental organisation, may
make a public interest disclosure before the Coergetuthority”.

In Serbia, the Law on the Protection of Whistlevidos Act, No. 128/2014, defines a
whistle-blower in Article 2(2) as “any natural penswho performs whistle-blowing in
connection with his employment; hiring procedurse of services rendered by public
and other authorities, holders of public authooitypublic services; business dealings;
and ownership in a business entity”. The Act gogtep further to define “employment”
broadly in Articles 2(5) and 21 to include voluntgework performed outside
employment, internship, or any other factual wankeén employer. These are important
provisions, given that corruption in itself is a act and it should matter less who
makes the disclosure.

The New Zealand Protected Disclosures Act (200@ipee “employee” to include a
former employee; a person seconded to the orgamizan individual who is engaged
or contracted to do work for the organization; aspa concerned in the management
of the organization (including a person who is anber of the board or governing body
of the organization); and a person who works ferdfganization as a volunteer without

reward or expectation of reward for that work.

Although the definition of Near and Miceli (

1985 mains the most widely used, several

variations go into further depth, as presenteclohet2.1.

Table 2.1 Selected definitions of a whistle-bloweand their key features

Definitions and sources

Characteristics

The disclosure by organization members (former or

current) of illegal, immoral, or illegitimate praogs under|one; dating back to 1985.

the control of their employers, to persons or oizgions
that may be able to effect action (Near and Mid€5).

Standard academic definition and the most widegdl

Key elements presented in the study:

The whistle-blower is an insider of the
organization.

¢ His/her relationship to the organization is work
related.

e The whistle-blower may be a former employee.

(person or organization) capable of stopping thé
misconduct.

A whistle-blower, informant, or insider is a perdbat
reports wrongdoing, either internally (notably cdiapce

officers) or externally (particularly to public nelgtors andemployees or management at a business. Second,

auditors) when a business engages in illegal aethigal
activities that harm stakeholders, other busineskes
government, or the environment (Chamorro-Courtlaimd
Cohen, 2017, p. 191).

First, a whistle-blower may be a person that has
information about wrongdoing committed by the

whistle-blower might also be personally engagethan
wrongdoing with other colleagues or with the prior
knowledge or direction of management.

¢ The information must be presented to an author

IS

ty

a




Definitions and sources

Characteristics

An example of the first case is a person who would
blow the whistle out of a personal belief that the
wrongdoing is unethical, or they are incentivizgdte
prospect of receiving a financial reward.

An example of the second case is a person who wq
blow the whistle for various reasons:

« They may have been unfairly pressured to enga
in the wrongdoing.

* They personally believe the wrongdoing is
unethical.

* They fear the repercussions of being caught by
enforcement agencies.

¢ They seek to obtain a personal benefit such as
reward or a reduction in penalties for violating t
law (e.g. a reduced prison sentence or fine).

Many [definitions of whistle-blowing] include the
following conditions (Brenkert, 2010):

An individual has some privileged status with rega
to an organization that permits knowledge of inside
confidential, or private information regarding aites
undertaken by individuals within the organization.

This individual reports some activities that hesbe
considers to be illegal, immoral, or opposed to the
basic values or purposes of the organization.

The reporting may be done internally or externadly
person(s), not in the direct line of reporting, whko
(are) capable and willing to stop or prevent such
wrongdoing either directly or indirectly.

The wrongdoing is of a substantive or serious reatu

This wrongdoing affects the public interest, thoungi
necessarily immediately or directly.

This definition particularly focuses on the subs&in
nature of the information at hand, given its emhas
on the hierarchical status of the whistle-blowke, t
.general public’s interest and the explicit mentibrthe
level of the threat to be dealt with.

“[Pleople who no longer silently tolerate illegatiaities,
maladministration or danger to humans, the enviemm
and the economy, but reveal those abuses withiuiside
their business, their company, their organizatiotheir
bureaucracy” (Strack, 2011).

This definition focuses on the levels of tolerabge

individuals, and their willingness to come forwafthe
author states that this willingness is exceptiowaich
suggests that a culture of ethics needs to beetteat
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Definitions and sources

Characteristics

Experts distinguish between whistle-blowers, aggrike
workers, complainants, and bell-ringers. Whistlew®rs
are insiders to an institution (e.g. employeestreators,
volunteers, board members), in contrast to comaidsor
bell-ringers, who might be clients, customers zeiti
bystanders, non-governmental organizations (NGOSs),
campaigners, or journalists. Hence, whistle-bloveees
specifically people with inside knowledge about the
wrongdoing that happens in an organization (Public
Services International, 2016).

Distinguishing between employees, complainants g
bell-ringers further clarifies the scope of a wiaist
blower’s actions.

A failure to distinguish someone who discloses
wrongdoing as a worker from someone who makes
disclosure as a citizen, client, or customer makes
impossible to provide adequate protection for worke
whistle-blowers. It also makes it impossible to
prescribe disclosure routes and channels that are
appropriate for both (Public Services Internatipnal
2016).

2.2 Overview of current legal frameworks on whistleblower protection

No single international standard for whistle-blovpeotection exists to date, though several
current treaties regarding unethical practices refevhistle-blower protection.

A number of Conventions, notably those dealing wité fight against corruption, refer to
whistle-blower protection, including the following:

promote and strengthen measures

United Nations Convention against Corruption, 200BIODC, 2004} which aims to

to prevent and atowcdrruption, and its

correspondindResource guide on good practices in the proteaifmeporting persons

(UNODC, 2015);

Organization of American States Inter-American Gortion against Corruption, 1996,

which promotes and strengthens the developmenfspistems for protecting public
servants and private citizens who, in good faiéiport acts of corruption, including
protection of their identities, in accordance witteir Constitutions and the basic
principles of their domestic legal systems” (Orgaion of American States, 1996);

African Union Convention on Preventing and Combgt@orruption, 2008, which

promotes the strengthening and development of nméming required to prevent,
detect, punish and eradicate corruption and relatihces in the public and private

sectors.

4The United Nations Convention against Corruptios haen ratified or accepted by 186 member pafiteds

and non-metropolitan territories).

5The Inter-American Convention against Corruptios haen ratified or accepted by 36 governments.

6The Convention on Preventing and Combating Coronglias 40 out of 55 possible accessions.




Soft-law instruments such as the following advisd guide countries on possible measures.

OECD Recommendation on improving ethical condu¢h&public service including
the principles for managing ethics in the publicvem, 1998 (OECD, 2000, pp. 75—
76). These principles are as follows.

o Ethical standards for public service should berclea

o Ethical standards should be reflected in the l&égahework.
o Ethical guidance should be available to public aets.
o]

Public servants should know their rights and olliayres when exposing
wrongdoing.

o Political commitment to ethics should reinforce thhical conduct of public
servants.

0 The decision-making process should be transparehbpen to scrutiny.

o There should be clear guidelines for interactiotwken the public and private
sectors.

0 Managers, management policies, procedures andgaashould demonstrate and
promote ethical conduct.

0 Appropriate procedures and sanctions should exidéal with misconduct.

The 2003 OECD Recommendation on guidelines for giageconflicts of interest in
the public service establishes a code of conducpdiblic servants and mentions the
need to protect them in cases of disclosure of gaoimg (OECD, 2003). In Latin
America, several summits have been held to congmglementation measures, and
Mexico adopted in 2016 a General Law on AdministeaResponsibilities to that
effect. Currently, Spain is considering such a meagCongress of Deputies, 2019).

The Asia-Pacific Economic Cooperation (APEC) addpte 2004 the Santiago
Commitment to Fight Corruption and Ensure Transpareand the APEC Course of
Action on Fighting Corruption and Ensuring Trangpeny. In 2007, APEC adopted its
Anti-corruption Code of Conduct for Business, whadivocates internal secure and
accessible channels through which employees amdtian raise concerns and report
suspicious circumstances in confidence. In 2014 E®@Padopted the Beijing
Declaration on Fighting Corruption, which includadcommitment by the member
States to the protection of whistle-blowers.

The International Chamber of Commerce (ICC) Guidedion Whistleblowing (ICC,
2008) and the ICC Whistleblowing and Whistlebloweotection Policy (ICC, 2014)
encourage companies to establish internal repomi@ghanisms that promote whistle-
blowing and protect whistle-blowers from any forfiretaliation.

In 2018, Heads of State participating in the eigbtimmit of the Americas signed the
Lima Commitment: Democratic Governance against @ion, by which they agreed
to take a number of measures to combat corruptieweral of which involved the
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protection of workers who reported on financial Imeisaviour (Organization of
American States, 2018). These included measurestfengthening channels for
reporting possible acts of corruption; protectindpistie-blowers, witnesses and
informants of acts of corruption from intimidatiamd retaliatory actions; protecting
public officials, including those involved in lawn®rcement and the investigation,
prosecution, and punishment of acts of corruptiaailitating the work of watchdogs;
and consolidating the autonomy of oversight bodiespng other measures.

The Group of Twenty (G20) adopted its High-LevelnBiples for the Effective
Protection of Whistleblowers on 29 June 2019, whioh to “provide guidance to those
responsible for setting up and operating protectiameworks for whistleblowers in
the public sector at the national and, consistathtmational legal systems, sub-national
levels and, as appropriate, the private sector’0(G219). This action had been
requested by the civil society organizations aaddrunions of the G20 member States
(C20 Engagement Group, 2019). It calls, inter dbaprotection for a broad range of
reporting persons, a broad definition of retaliatioisible reporting channels and
adequate support to whistle-blowers, confidentiadihd effective enforcement of these
protections.

At national level, most countries have pieces gislation directly or indirectly addressing

whistle-blower protection. However, only a few hadedicated laws, the rest being
characterized by scattered provisions across diftezodes and laws. Legislative frameworks
for whistle-blower protection include labour laws labour codes, criminal laws or codes,
competition laws, anti-corruption laws and civingmnts’ laws, many of them based on the
international instruments listed above (OECD, 2@l&l). Some examples are:

the Swedish Constitution’s Fundamental Law on Foeedf Expression, which grants
citizens extensive rights to publish informationdaprotects the anonymity and
confidentiality of whistle-blowers (Government a/&den, 1991);

the Mexican Federal Criminal Code (Government ofxide, 2010), which
criminalizes retaliation against whistle-blowersompresent complaints in the public
sector, and the General Law of Administrative Resfulities (Government of
Mexico, 2017), which considers the disclosure oivtaistle-blower’s identity as a
serious violation;

Title 18 of the United States Code of criminal lamd procedure, which criminalizes
retaliation against whistle-blowers (Governmenttioé United States of America,
1948);

Italian labour law, which protects whistle-blowexgainst dismissal (Government of
Italy, 2017);

in India, Sec.11(2) of the Whistle Blowers ProtectiAct provides for the burden of
proof to lie on the public authority (Governmentindiia, 2014).
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Additionally, dedicated laws on whistle-blower gction, including sectoral legislation, have
been adopted. The OECD cites the following legistest as the most comprehensive in the
world (OECD, 2014).

Australia. The Public Interest Disclosure Act, 2013, govethe disclosure and
investigation of wrongdoing and maladministratiaqyaranteeing whistle-blowers
immunity from liability and protection from reprisa and identity disclosure
(Government of Australia, 2013).

Canada. The Public Servants Disclosure Protection Act,32@3tablishes procedures
for the disclosure of wrongdoings in the publictsecincluding the protection of

persons who disclose the wrongdoings from suchisglpras disciplinary measures,
demotion, termination of employment, and any meaghat adversely affects the
employment or working conditions of the whistleAvkr (Government of Canada,
2018).

Japan. The Whistle-blower Protection Act No. 122, 2004ptpcts whistle-blowers
from dismissal and puts in place regulations ptotgcthe life, body, property, and
other interests of whistle-blowers (Governmentagah, 2004).

Republic of Korea. The Act on the Protection of Public Interest Widilowers,
2011, protects and guarantees the personal sdfethistle-blowers (Government of
Republic of Korea, 2017).

The Netherlands. The House for Whistle-blowers Act (Wet Huis voor
klokkenluiders), 1 July 2016, makes it obligatasy €ompanies employing 50 or more
employees to establish an internal whistle-blowialicy. The Act established a “house
for whistle-blowers” where public and private seatmployees can report regulatory
violations, health and environmental risks, ancedls to the functioning of public
services or companies. The law bans retaliatiam €émployee had a reasonable belief
the report was accurate. According to the law, eyg®s include freelancers, trainees
or volunteers. Dutch law also provides for the catepry consent of the works council
when adopting the policy (Government of the Netreabk, 2016).

New Zealand. Whistle-blowing is covered by the Protected Disales Act, 2000
(Government of New Zealand, 2000).

United Kingdom. Whistle-blowing is covered by the Public InterBssclosure Act,
1998 (see section below) (Government of the Uritigjdom, 1998).

United States. The Whistleblower Protection Act, 1989, is compésted by the
private sector-focused Sarbanes-Oxley and DoddkFrscts (see section below)
(Government of the United States of America, 12882, 2010).

In addition, Chile adopted in 2007 an Act protegtipublic servants who denounce
irregularities and violations of the principle afopity, forbidding suspensions or dismissals
until the report is fully addressed (Governmenthfle, 2007). However, this requires that the
whistle-blower disclose his or her identity.
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Beyond legislation, corporate governance codes @uidelines, though non-binding, are
considered as supplementary. Examples include tihehDCorporate Governance Code, which
encourages and regulates whistle-blowing at thepemy level.
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3. Analytical framework to assess regional and natnal
legislations

While a more in-depth analysis of regional and ¢gulegal frameworks will be undertaken
below (in case studies), an analytical frameworgfisred to elaborate on the different areas
to be covered, using some legislations as examples.

3.1 Scope of protection

3.1.1 Who is protected?

National legislation on whistle-blowing has shiffiedm single provisions in different types of

codes and laws to either overarching stand-aloseaoral legislations. In terms of protection
coverage, a so-called no-loophole approach hasneconore common, especially among
countries with overarching whistle-blower protentidaws (OECD, 2014). In essence,

protection should be extended on a broad basisidare that all types of stakeholders are
covered.

For instance, the United Kingdom'’s dedicated whistlower laws for public sector employees
are particularly comprehensive, as they explicitbwer contractors, temporary employees,
consultants and suppliers (Government of the Urfieddom, 1998). The laws of Australia,
Canada, Estonia, France, Germany, Hungary, Irelsliedjco, New Zealand, Peru, Portugal,
Republic of Korea and Slovenia go a step furthantkthe United Kingdom law by also
including former employees (OECD, 2014). Howevereign consultants and employees
based abroad are not covered. Furthermore, deditegéslation in some countries, such as
Japan, Republic of Korea, South Africa and the &thiKingdom, explicitly covers private
sector employees. The United States Sarbanes-Gddeyf 2002 protects employees of
publicly traded companies, while the Dodd-Frank #ic2010 protects individuals who report
securities fraud to the Securities and Exchanger@ission (SEC) (Zuckerman Law, 2019).
This approach is not common as the bulk of legalvisions protecting private sector
employees tend to be worded as encouragement reeaastiin the case of the Dutch Corporate
Governance Code (MCCG, 2016) and the Singapore QGidd€orporate Governance
(Government of Singapore, 2018). In these codeapenies are simply encouraged to set up
internal whistle-blowing policies and mechanismstheut making them binding or
establishing rewards and incentives.

In particular, Section 2.6.1 of the Dutch Corpord@®vernance Code states: “The
management board should ensure that employeesht@aepportunity to file a report without

jeopardizing their legal position .” The Singap@ede of Corporate Governance, in turn,
states that companies should publicize the existeoic whistle-blowing policies and

procedures for raising concerns about possible apnties in financial reporting or other
matters. $ource of 2018 code

However, it is important to note that, as a resfilthe no-loophole approach, no legislation
analysed as part of this study explicitly protguiblic and private sector employees whose
responsibility is to report wrongdoings as parttedir work duties. These workers constitute
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“islands of honesty” and help monitor not only tth@wv of money in public and financial
services but also the ethical character of thoseigied with the responsibility to put public
finances to good use (Taub, 2016). These can msipre that public and private officials do
not undertake wasteful expenditure by enforcingctstguidelines and procedures for
procurement, as well as accounting for the monisisudsed (including those received from
international financing or aid) (Ndikumana, 2006, 6—27). Some of these occupations are
listed in table 3.1.

Table 3.1 lllustrative list of occupations constitting “islands of honesty” and related
tasks

Occupation Tasks
Comptrollers, auditors, auditgrAudit financial institutions and present reportsrégulatory
generals including any audit agemuthorities (e.g. Financial Market Supervisory Aty of
or specialist consultant authorize8witzerland, Financial Services Board of South &sfyi
by comptrollers, auditors  0maydit public accounts
auditor-generals Report on unauthorized expenditure or other irragy
Internal and external auditors Examine and evaludiasiness processes, finangial
statements, and related control systems
Report on any irregularities or significant contwataknesses
and monitor the implementation of audit recommeiodat
Promote effective controls at reasonable cost
Review and appraise the appropriateness, adequady a
application of authorization of financial and nonaincial
controls
Bank inspectors Carry out inspections of the agfair of any part thereof, ofla
bank or a mutual bank
Accounting officers (i.e. heads pReport in writing, upon discovery of any unauthedz
departments, heads of procuremeantegular or fruitless and wasteful expenditurestipalars of
and procurement officers) |rthe expenditure to the relevant treasury and, e dase of
various ministries and governmentregular expenditure involving the procurementgobds of
departments services, also to the relevant tender board
Ensure that the department, trading entity or dutisinal
institution has and maintains an appropriate pEoent ang
provisioning system which is fair, equitable, treaent,
competitive and cost-effective
Accountant-general Compile and manage accountsrsute custody, safety and
integrity of public monies
Account for tax and non-tax revenues of the govemm
Account for revenues raised from the disposal afesx of
obsolete public stores and assets
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Controlling officers

Plan and control revenue cdilen and expenditure of publ
funds

Take immediate and appropriate action on intenndleternal
observations and recommendations

Ensure compliance with procurement requirementsatbnal
laws

Prevent irregular or wasteful expenditure, misaggion of
funds, theft, or losses resulting from negligencecraminal
conduct and immediately report, in writing, partars of that
wasteful expenditure, misapplication of funds, tloefloss to
the relevant authority

Prevent government expenditures in excess of m
appropriated by parliament

Cc

nies

Accounting officers

Take effective and appropriatteps to prevent ar
unauthorized, irregular and wasteful expenditure

Collect, provide receipts for, and bring to accoathtpublic
monies

Compile and submit monthly, quarterly, biannual andual
financial management reports to the controllingceff

y

Controller of internal audit

Conduct risk-based aficial, compliance, performang
information, communication and technology (ICT)refosic
and any other specialized audits in respect ofiplioidies

Audit management systems that relate to the stsbleses an
stores of the government

Oversee timely verification of stock and assetoider to
ensure accountability and value for money in theagamen
of government assets

[

Stock verifiers

Verify government stock and assitsorder to ensur
transparency and accountability

[1°]

Employees of specialized Stg
institutions such as anti-corrupti
commissions, for example tf
Central Vigilance Commission

India

erevent and take necessary and effective measarethd
pprevention of corruption in public and private bexli
'Receive and investigate complaints of alleged @pscted
)Eorrupt practices, and prosecute offenders

Investigate any conduct of any public officer whi¢h the
opinion of the supervisory body, may be connectétth wr

conducive to corrupt practices

3.1.2 Material scope

As is the case with protection coverage, some casnhave also adopted a no-loophole
approach regarding the scope of the subject mdtar.example, Japan’s Whistle-blower
Protection Act explicitly lists violations of foodhealth, safety and environmental laws
(Government of Japan, 2004). Similarly, the Republ Korea’s Act on the Protection of
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Public Interest Whistle-blowers lists violationdated to health, public safety, environment,
consumer interests and fair competition (GovernmoéRepublic of Korea, 2017).

For the sake of striking a balance between prewgntalse or unfounded reporting and
encouraging effective whistle-blowing, some cowdyisuch as the United Kingdom (Public
Interest Disclosure Act, 1998and the United States (Whistleblower Protection, A889%
have set minimum requirements to qualify for pratet This is also the case for New Zealand,
which defines “serious wrongdoing” by the list obnclitions set out in the Protected
Disclosures Act, 2000. Canada, in turn, sets oatftlowing criteria for definition of the
matter reported by a whistle-blower as “gross misagement”, thereby qualifying the whistle-
blower for protection:

* matters of significant importance;
» serious errors that are not debatable among relblgopaople;
* more than minor wrongdoing or negligence;

* management of inaction that creates a substamkalof significant adverse impact
upon the ability of an organization, office or utatcarry out its mandate;

» the deliberate nature of the wrongdoing;

* the systematic nature of the wrongdoing.

3.2 Facts triggering protection

Current discussion on whistle-blower protectiaadrto find a balance between the need to
protect freedom of information on the one side timedneed to protect privacy of information,
as well as the loyalty expected from employeesthenother side (Soltes, 201R)is in this
context that legislations have tried to define wbanstitutes a fact triggering protection.
Without going into details in this complex debatr,overview is provided in figure 3.1.

Figure 3.1 Facts triggering protection

Approaches What constitutes protective Implications
disclosur ?

' | $

7 A qualifying disclosure relates to a criminal oféen a lack of compliance to legal obligations, raisage of
justice, endangerment of health and safety and@mwiental damage.

8Defined as “gross mismanagement, a gross wastendsf an abuse of authority, or a substantial aedific
danger to public health or safety” rather thanvid” violations.
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It does not need to be a concrete fact:
subjective opinions accepted (reasonable
Reaso na b | e egood faith :oelief Ellenr:egt is notdde(fjin:d)WB
H L g . t established a standard that can
bel Ief ereasonable belief information '
disclosed is true understand
a p p roac h It does not need specific evidence of violation
S f egood faith Df|s|closure ;T'us’i.pomt to the underlying breach
Lo . of law or obligation
peCI IC .r?asonabl_e belief information It is more likely disclosed suspicion is treated
Offe nce disclosed is true as allegation rather than disclosure of
econcrete facts indicating a specific information, discouraging WB
a p p roa Ch breach of obligation or criminal Requires much more acute understanding by
activity is likely to occur WB of which offences are being committee
- — Information must be unknown to the recipient
/ \ sreasonable belief that wrongdoing is \ of the communication and pertain to the
occurring underlying conduct
M u |t| p | e epotential WB to specify the However often wrongdoer knows of and
underlying conduct they expect to consciously decides to continue the
h u rd |es result in unlawfulness or impropriety wrongdoing
einformation being disclosed could not This may lead to greater protection for
a p p roa Ch have been known otherwise employer and less protection for a genuine WB
edisclosure to be made outside Typical employee cannot be expected to know
k j regular employment channels / or understand specific law being breached
Reasonable belief element is clearly defined (a
clear standard is given - disinterested observer
test)

Source: Adapted from Soltes, 2012.
3.3 Elements of protection

The following subsections will describe the most commemehts found in the legislation
studied, before proceeding in Chapter 4 to an analysisexftedicase studies.

3.3.1 Protection from retaliation

Studies have found that fear of reprisal or retaliation has bee main deterrent to whistle-
blowing (Public Services International, 2016; Belecky, Singh ancetdpf018). To protect

whistle-blowers against retaliation, a number of mechanisen& tbeen put in place.
Legislation focuses on providing widespread protection agair@irdisation and retaliatory

measures. For example, the United States Sarbanes-OxieYitde 18 of the United States
Code, the Republic of Korea Act on the Protection of PublicdatéVhistle-blowers, the Irish
Prevention of Corruption (Amendment) Act, 2010, and the Canada Pebliartss Disclosure

Protection Act, 2005 (amended 2018), explicitly criminalize isgtah against whistle-blowers
in the form of effective or threat of suspension, demotiofgyeoff. Irish law also outlaws the
following forms of retaliation (Government of Ireland, 2010, 2014):
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» transfer of duties, change of location of place of work, regiluén wages or change in
working hours;

» the imposition or the administering of any discipline, reprimandtber penalty
(including a financial penalty);

* unfair treatment, including selection for lay-off;

e coercion, intimidation or harassment;

» discrimination, disadvantage or adverse treatment;
* injury, damage or loss;

» threats of reprisal.

The laws of Australia, the Republic of Korea, and UnitedeStatiso provide protection
mechanisms against a comprehensive list of adverse medsaten addition to those above,
include reprimands (in the case of United States law) ammhdial or administrative

disadvantages (in the case of Republic of Korea law).

The most common protection mechanisms are the following.

* Protection against criminal and civil liability (for expla Australia, Ireland, New
Zealand, Republic of Korea), though important exceptions exist,the notable case
of the United States, where disclosure of classified irdtion is criminalized
(Government of Australia, 2013; Government of Ireland, 2010, 20G@¥ei@ment of
New Zealand, 2000; Government of Republic of Korea, 2017).

 The burden of proof may be reduced, as in the case of Siwdniegrity and
Prevention of Corruption Act, 2010, or shifted in favour of the engapgs in the case
of the United States Whistleblower Protection Act, 1989 (Guwent of Slovenia,
2010; Government of the United States of America, 1989).

* As a last line of defence, it is common, where retialiahas occurred, to impose
remedies or interim relief in the form of short-term helpcompensation for loss,
damage or injury, provided by a court, either before a claiheard or while it is still
being heard or processed, as court proceedings can take a leraptjeopardize the
financial situation of whistle-blowers.

3.3.2 Reporting channels

The protection provided follows mechanisms and procedures thhgdryt should be clearly
and explicitly set. In practice, channels for reporting genenadlijyde one or more channels,
both internal and external, with a general trend towards encagrpgoritization of internal
reporting; that is, whistle-blowers would use external channdysadter trying the internal
ones unsuccessfully. This is the case of the United KingdouicHnterest Disclosure Act
of 1998, which set up a tiered approach, whereby “eachntieermentally requires a higher
threshold of conditions to satisfy for the whistleblower tqphmected” (OECD, 2010, para.
29). The same three-tiered system is proposed by the new EutdpiearDirective, with:
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* internal reporting channels;

* reporting to competent authorities — if internal channels domook or could not
reasonably be expected to work (for example where the use aofahtéannels could
jeopardize the effectiveness of investigative actions &éwtlihorities responsible);

* “public/media reporting — if no appropriate action is taken agporting through other
channels, or in case of imminent or clear danger to the pinldiest or irreversible
damage” (European Commission, 2018).

The legislation also establishes a feedback obligation fopéties and businesses, who will
have to respond and follow up on a whistle-blower’s reportsper@ad of three months for
internal reporting channels (European Commission, 2018). Additiomafiymber of hotlines
have been set up by both companies and governments, such 8EGHhe Office of the
Whistleblower hotline in the United States, and the Republieea’s hotline housed at the
Anti-Corruption and Civil Rights Commission. Anonymity is not sysatically guaranteed in
the aforementioned laws.

3.3.3 Anonymity

The majority of whistle-blower protection laws nonetheless duige confidentiality clauses
to protect the identity of the whistle-blower, going as facr@minalizing deliberate publication
of a whistle-blower’'s name. This is the case in Austrdliaisia and the Republic of Korea,
which impose sentences ranging from six months to three y@aithe other hand, lack of or
weak anonymity clauses often works against the purpose of whigtléng protection, as is
the case in the Irish Prevention of Corruption (Amendment) whbich obliges whistle-
blowers to reveal their identities in order for the complaoribe valid; the same is the case
when reporting illegal activities to the Central Bankladland. Several NGOs, such as
Transparency International, have warned that this provisiocoutiages some potential
whistle-blowers and puts whistle-blowers at harm, since tideintity can sometimes be
deduced from the information reported.

3.3.4 Enforcement mechanisms

To enforce these mechanisms, the establishment of an indepexgdncy, in charge of
receiving and investigating whistle-blower grievances and gimayiredress, is considered
good practiceAccording to Latimer and Brown (2008), these may include:

» ‘“proper authorities”, administrative agency or administrativgan, a public interest
disclosure agency;

* public employment agencies or a “prescribed person”;
» the Auditor-General,

» the Counsel;

e anti-corruption bodies;

* the Ombudsman;
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» the police and the Director of Public Prosecutions, when applicable;
« Public Protectof,as in the case of South Africa;

» relevant policy agencies;

* trade unions.

For instance, the United Kingdom has established the Givili& Commission , where civil
servants can raise concerns directly if no appropriate nedss been taken by the line
department to which the civil servant belongs. The UnitegS@ffice of Special Counsel has
the same role, while the SEC’s Office of the Whistleblowet up as part of the Dodd-Frank
Act, handles financial services whistle-blowing and determiassdiscussed above, the
eligibility of whistle-blowers to receive a financieward on the basis of the information
disclosed.

Similarly, another common measure is the availability of jatli@view with a full right of
appeal for whistle-blowers. This measure has been adoptechebyJnited Kingdom
(Employment Tribunal) and the United States (Merit Systenage&tion Board, a quasi-
judicial agency that works on protecting federal employeamagretaliation). In the case of
the United States, the Merit Systems Protection Boardresghe efficiency of the judicial
process, given the timely and sensitive nature of the ma#egarotection against retaliation is
often needed immediately after the whistle is blown.

3.3.5 Incentives and financial awards

Beyond confidentiality, a number of laws, such as the UnitetesStRalse Claims Act
(Government of the United States of America, 1863) and Boddk Act and the Republic of
Korea Act on the Protection of Public Interest Whistle-blewatlow government agencies
(the United States SEC and the Korean Anti-Corruption and ®ights Commission,
respectively) to provide whistle-blowers with financial egds. In the United States, awards
can be given to “eligible individuals who come forward with higlality original information
that leads to a Commission enforcement action in which over $Q@Dd sanctions is
ordered. The range for awards is between 10 and 30 per ct@ ofoney collected? In
addition, a person may file a civil action for a violatiortfe# False Claims Act in the name of
the government, and the complainant is entitled to a rewdr8 tf 30 per cent of the proceeds
of the action or settlement of the claim (Government otthitged States of America, 2015).
The Republic of Korea “award” system provides financial reviardvhistle-blowers whose
disclosure results in recovering misspent public funds or increaswvenues of public
institutions, or contributes to the enhancement of the public ihtdites award system grants

% “The Public Protector is an independent institutéstablished in terms of section 181 of the Cartatin, with
a mandate to support and strengthen constitutidealocracy. A supreme administrative oversight balg,
Public Protector has the power to investigate, ntepo and remedy improper conduct in all stateieffalhe
Public Protector must be accessible to all peraodscommunities. Anyone can complain to the Publatector”
(Public Protector South Africa, 2019).

10United States Securities and Exchange Commissiffite®f the Whistleblower:
https://www.sec.gov/whistleblower
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financial awards of up to 20 per cent of the amount recelnaidnot exceeding 200 million
Korean Republic won, to any person who discloses that “heeoresieived money or other
valuables” (OHCHR, 2011).

3.3.6 The notion of “good faith”

The requirement that whistle-blower disclosures are made in “fgtd is a principal
component of much of the whistle-blower protection legislatiomséch, protection is only
provided if the whistle-blower acts with the belief, “oagenable grounds”, that a violation or
a breach has occurred. Protection is granted if the aboveemeditcondition is met, even if
the allegation is unfounded. Allegations of intent to harmetheloyer or to abuse or misuse
the reporting procedures to gain advantage are commonly considerexamined by the
courts. People making false claims would not be granted patedtithe falsehood were
proven.

The good faith requirement is meant to allow employers to foousorrecting wrongdoing

that is alleged mainly with the public interest in mind. In addj whistle-blowers “should be

permitted to provide evidence, when it's available by legeans in the course of their work,
but they should not be encouraged to act illegally or impropenydvide evidence” (Chéne,
2009, p. 4).

On the other hand, people with ulterior motives are not naxdlssonsidered as making false
claims. For instance, the United Kingdom’s national whiskever protection system allows
protection to people with ulterior motives, when there ifaise claim, but does not grant them
financial rewards (OECD, 2014).

The Council of Europe’s Recommendation on the protection of wiiktleers did not include
a good faith requirement “in order to preclude either thevaat the whistleblower in making
the report or disclosure or of his or her good faith in so doirgig relevant to the question
of whether or not the whistleblower is to be protected” (Cowhdcurope, 2014). However,
most national whistle-blower legislations include the notiofgobd faith” and rely on it, at
least partly. The issue here is the confusion betweervesaiind good faith as “the reporting
person might fear that ‘premature’ reporting could be construbddafith” (UNODC, 2015).

It is also common for statutes to reverse the burden of odhat the employer has to prove
allegations of lack of good faith. In cases where thegalion succeeds, some countries — for
example, India and the United States — have provided forrairsanctions.

This analytical framework will be used for the country analys Chapter 4. An overview of
the framework and relevant criteria are summarized in GBlebased on an adaptation from
the scheme used by Transparency International (Wolfe 044,).
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Table 3.2 Analytical

framework

Areas

Criterion

Description

Scope of protection: who
is protected

Broad coverage of
organizations

sector

Comprehensive coverage of organizations in th

e

Broad definition of
whistle-blowers

Broad definition of whistle-blowers whose
disclosures are protected (e.g. including
employees, contractors, volunteers and other
insiders)

Scope of protection:
material scope

Broad definition of
reportable wrongdoing

Broad definition of reportable wrongdoing that
harms or threatens the public interest (includin
corruption, financial misconduct and other lega
regulatory and ethical breaches)

<

Elements of protection:
protection from retaliatiorn

Broad protection against
retaliation

Protections apply to a wide range of retaliatory
actions and detrimental outcomes (e.g. relief fr

legal liability, protection from prosecution, diteg
reprisals, adverse employment action, harassn

nent)

Comprehensive remedies
for retaliation

sComprehensive and accessible civil or
employment remedies for whistle-blowers who
suffer detrimental action (e.g. compensation rig
or injunctive relief, with realistic burden on
employers or other repressors to demonstrate
detrimental action was not related to disclosure

hts

Elements of protection:
reporting channels

Range of internal and
regulatory reporting
channels

Full range of internal (i.e. organizational) and
regulatory agency reporting channels

External reporting
channels (third party,
public)

Protections extend to same disclosures made
publicly or to third parties (external disclosures
e.g. to media, NGOs, labour unions, members
Parliament) if justified or necessitated by the
circumstances

Elements of protection:
anonymity

Provisions and protection
for anonymous reporting

$rotections extend to disclosures made
anonymously by ensuring that a discloser (a) h
the opportunity to report anonymously and (b) i
protected if later identified

7]

Confidentiality protected

Protections include requients for
confidentiality of disclosures

Elements of protection:
enforcement mechanism

Internal disclosure
sprocedures required

Comprehensive requirements for organizations
have internal disclosure procedures (e.g. inclug
requirements to establish reporting channels, t

have internal investigation procedures, and to |

ling

nave
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Areas

Criterion

Description

procedures for supporting and protecting intern
whistle-blowers from point of disclosure)

Sanctions for retaliators
and incentives for whistle
blowers

Reasonable criminal or disciplinary sanctions
-against those responsible for retaliation, as a®
financial rewards for whistle-blowers

Oversight authority

Oversight by an independentsiltziblower
investigation or complaints authority or tribunal

Transparent use of
legislation

Requirements for transparency and accountab
on use of the legislation (e.g. annual public
reporting, and provisions that override
confidentiality clauses in employer—-employee
settlements)

Elements of protection:
notion of good faith

Thresholds for protection

Workable thresholds fat@ction (e.g. honest
and reasonable belief of wrongdoing, including
protection for “honest mistakes”, and no
protection for knowingly false disclosures or
information)
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4.  Analysis of selected case studies

The following section examines a number of selected casieston legislation aimed at
protecting whistle-blowers, based on the analytical framewargosed above.

4.1 European Union (EU) regulatory framework on whstle-blower
protection in the financial services industry

Current European legislation on the protection of whistle-blowerfaigmented and its
application varies significantly between EU Member Stawéth, countries such as the United
Kingdom having adopted comprehensive regulatory frameworks whiesosuch as Italy are
slowly broadening coverage. The backbone of the EU legal frarkewothe protection of
whistle-blowers is composed of the following texts:

 EU Regulation No 596/2014 on market abuse, pertaining to the faias®ivices
industry (European Parliament, 2014);

» Directive 2015/2392 on the above-mentioned EU Regulation 596/2014 asdsrega
reporting to competent authorities of actual or potentialingéments of that
Regulation (European Parliament, 2015);

* European Parliament Resolution 2016/2224 (INI) on legitimate nesms$arprotect
whistle-blowers acting in the public interest when disclosing ¢bafidential
information of companies and public bodies, pertaining to both the pridiprivate
sectors (European Parliament, 2016);

» Directive on the protection of persons reporting on breachesnanUaw, 2019
(European Parliament, 2019).

A clear pattern towards the need for an EU-wide dedicatktle-blower protection
legislation, applying to both the public and private sectorgrges from the analysis of the
above-mentioned texts. This has culminated in the adoptiamew Directive in April 2019,
as discussed below.

4.1.1 EU Regulation 596/2014 on market abuse

The regulation establishes “a common regulatory frameworksider dealing, the unlawful
disclosure of inside information and market manipulation (markase) as well as measures
to prevent market abuse to ensure the integrity of financidletsin the Union and to enhance
investor protection and confidence in those markets” (Europearfant, 2014).

The Regulation acts as a precursor to whistle-blower protettidhe European financial

services industry, with an exclusive focus on possible infrimgsnrelated to the specific
context of market abuse, and therefore lacks details omag®eprocedures and protective
measures.

Through paragraph 74, it underlines the importance of the roMhistle-blowers, assisting
competent authorities in “detecting and imposing sanctions irs cdsmsider dealing and
market manipulation”, and briefly stipulates the necessity sefting-up “adequate
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arrangements” to allow for whistle-blowing and to protect bottigminvolved, especially in
terms of personal data security and due process guaraAttsonally, it calls for the
adoption of implementing acts to further specify the procedurededelto reporting of
infringements and the relevant protection of perSomsd personal data, as mentioned above.

4.1.2 Directive 2015/2392 on EU Regulation 596/2(dg}regards reporting to competent
authorities of actual or potential infringements dhat Regulation

To complement EU Regulation 596/2014 and further detail its pomgsin whistle-blower
protection, Directive 2015/2392 establishes external procedures agelito reports of
infringements and obliges Member States to establish dedistdffing and communication
channels (i.e. independent and autonomous communication channels,anhiboth secure
and ensure confidentiality), for receiving and following up téporting of infringements
(European Parliament, 2015).

Directive 2015/2392 has a more limited scope and less detal tthe above-mentioned
proposed directive, and protection of whistle-blower employees takbs the form of an
“exchange of information and cooperation between competembritigs involved”. Unlike
its successor, it does not provide for detailed protectiopecsonal data or of the alleged
perpetrator, with unspecified references to the need fitediaate procedures”. It does not
address internal reporting procedures and coverage. It onlysafleveons working under a
contract of employment to have access to comprehensiveniation and “advice on the
remedies and procedures available under national law” and tteéfeassistance from
competent authorities against unfair treatment”. No further gi@vé on such protection are
explicitly outlined. For instance, the directive does not fraliprotection of whistle-blowers
against civil lawsuits due to common non-disclosure agresment

4.1.3 European Parliament Resolution 2016/2224, @hr 2017

Given the criticism levelled against Regulation 596/2014 anelcbve 2015/2392, and in the
face of criminal and civil proceedings brought against whistierers, outlined below as part
of case law, the European Parliament adopted a resahigioiighting the need for a unified
legal framework and explicitly calling for the submissionwfJ-wide horizontal legislative
proposal on whistle-blower protection (European Parliament, 2017hgréAs national
whistle-blower protection legislation is often limited éports on unlawful acts, the European
Parliament presented the notion of “breach of the public intéf@st"an additional motive for
blowing the whistle and demanded its coverage in the proposed la

The Resolution calls on the European Commission “to presémrtebine end of this year a
horizontal legislative proposal establishing a comprehensive comagaoiatory framework

which will guarantee a high level of protection across thedyaa both the public and private
sectors as well as in national and European institutionsydimg relevant national and

11 Article 32 vaguely defines these persons as “waykinder a contract of employment”.

12This notion includes, but is not limited to, actsorruption, conflicts of interest, unlawful ustpublic funds,
threats to the environment, health, public safesfional security and privacy and personal datéeptimn, tax
avoidance, attacks on workers’ rights and otheiasoights and attacks on human rights.
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European bodies, offices and agencies, for whistle-blowear®iEU” (European Parliament,
2017b).

It also notes that “one of the barriers to whistle-blowacsivities is the absence of clearly
identified means of reporting” and emphasizes the need fatefent system” of internal and
external procedures, including through the establishment of an inadeperg@ort collection
body as well as a similar EU one (particularly in cross-boc@dses). It also asks for the
designation of a specific person responsible for collecting teporthe organizational level
and for the prioritization of internal reporting mechanisms. Thaugtpresses concerns about
so-called gagging clauses and lists potential retaliaisis associated with whistle-blowing,
the resolution does not present comprehensive and concrete suggéstiprotection other
than supporting measures, namely penalties for retaliationicghysotection including for
family members, legal aid, financial aid and compensdtorprofessional damages. Other
measures include non-liability for prosecution, civil legaticac or administrative or
disciplinary penalties, as well as interim relief “toyaet retaliation, such as dismissal, until
there is an official outcome of any administrative, judiolabther proceedings”.

It is also worth noting that the text is clear in itapghasis on the role of public authorities,
trade unions and civil society organizations in assisting lgHdwers and in raising
awareness about existing legal frameworks. In partictla-tiropean Parliament stresses “the
role that public authorities, trade unions and civil society orgaioins play in supporting and
helping whistle-blowers in their dealings within their orgatign” and “highlights the
importance of raising employees’ awareness of existingl fegmeworks regarding whistle-
blowing, in cooperation with trade union organizations”.

4.1.4 Towards a “horizontal” framework of protectio Directive on the protection of
persons reporting on breaches of Union law

In order to move towards an EU-wide law on the subjectfalfmving public consultations
(box 4.1), on 16 April 2019 the European Parliament adopted a Dirgbtiveestablishes
“common minimum standards” in the protection of whistle-blowagainst retaliation in
specific policy areas and industries, including financialisesv(box 4.2). The Directive is
pending approval by EU ministers, after which EU Member Stai# have two years to
comply with it.
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Box 4.1 Directive on the protection of persons repting on breaches of Union law:
Implementation issues and challenges

of Union law, only 15 per cent of all responderdd knowledge of existing rules for whistle-blow

of reporting.

Another concern is the capacity of EU institutibm&nforce the application of protective meast

for not complying with EU law, the procedure canvaey slow. Implementation difficulties ca

In the public consultation leading to the Directorethe protection of persons reporting on breac

hes
er

protection in their country of residence or estbtient. A lack of awareness on rights and
procedures among potential whistle-blowers cortsstan important obstacle to increasing the rates

res

in case of retaliation. Indeed, though the Eurog@ammission has the power to sue a government

emanate from structural issues related to the eaifithe EU system, and States have not always
complied with judgements made by the European Gduuman Rights to protect whistle-blowers.

The Directive defines a whistle-blower as “someone reportindjsmiosing information on
violation of EU law observed in their work-related actasti, and goes beyond the traditional
scope of whistle-blower protection by explicitly including self-eoypld individuals and

shareholders.

The Directive “lays down common minimum standards for the protecti persons reporting

on unlawful activities or abuse of law” pertaining to breachélerfollowing activities:
* public procurement;
» financial services, prevention of money-laundering and tetifimencing;
* product safety;
» transport safety;
» protection of the environment;
* nuclear safety;
« food and feed safety, animal health and welfare;
* public health;

e consumer protection;

» protection of privacy and personal data, and security of netandk information

systems.

It concerns persons working in the private or public sector who racguiformation o

n

breaches in a work-related context; sets out procedures farahgerd external reporting and
follow-up of reports; establishes dedicated staff membehnardle reports within competent

authorities; outlines conditions for the protection of reportingques; and details protect
measures for reporting persons against retaliation, alongpesitéllties for such retaliation.

ion
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Box 4.2 Conditions for eligibility for protection under the proposed Directive on the protection o
persons reporting on breaches of Union law

Information must be reported in good faith, havireasonable grounds to believe that the repof
or disclosure of such information was necessarydaealing a breach” covered by the Direct
including the disclosure of trade secrets acqumetiwork-related context.

“Member States shall encourage the use of intasinahnels before external reporting, where
breach can be effectively addressed internallyvemere the reporting person considers that the
no risk of retaliation”, but it is not a requirentdar protection.

“It is necessary to protect public disclosures rigkinto account democratic principles such
transparency and accountability, and fundamengaltsisuch as freedom of expression and m
freedom, whilst balancing the interest of employemnanage their organisations and to protect

interests with the interest of the public to betgeted from harm, in line with the criteria devetdp

in the case-law of the European Court of Human Rifh

Measures for the protection of reporting persons agjnst retaliation

All entities with 50 employees or more, municipal/grnments with 10,000 or more inhabitants,
entities covered by a separate Union act are regjuv establish internal reporting channels
consultations with workers’ representatives, amdesrcouraged to establish internal procedure
receiving and following up on reports.

Member States may “decide whether private and pebliities and competent authorities accept
follow up on anonymous reports of breaches”.

External reporting channels should be independashaatonomous, and should accept reportin
writing, through telephone or other voice messagiygiems and, if the reporting person so requ
in a meeting within a reasonable time frame.

“Persons need specific legal protection where Huepire the information they report through th
work-related activities and therefore run the w$kvork-related retaliation ... vis-a-vis the pers
on whom they de facto depend for work”.

This protection does not depend on whether thenmition is disclosed internally or externally.

Accessible, comprehensive and independent infoomathd advice as well as effective assista
should be available from competent authorities.

In judicial proceedings relating to a detrimentferéd by the reporting person, and subject to hil
her providing reasonable grounds to believe thatigtriment was in retaliation for having made
report or disclosure, it shall be for the persomwhs taken the retaliatory measure to prove ligs
detriment was not a consequence of the report batexclusively based on duly justified groung

Access to remedial measures against retaliationldhee available, as appropriate.

In addition to the exemption from measures, procesiand remedies provided for in Directive (E

2016/943, in judicial proceedings, including fofataeation, breach of copyright, breach of secH
or for compensation requests based on privatejguislon collective labour law, reporting persg
shall have the right to rely on having made a repodisclosure in accordance with this Directiog
seek dismissal.

Member States may provide for further measureg@dlland financial assistance and suppor
reporting persons in the framework of legal prodegsl

Identity protection should be provided by the cotapeauthorities.
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* Those concerned by the reports shall fully enjartights under the EU Charter of Fundamental
Rights, including the presumption of innocence, right to an effective remedy and to a fair trjal,
and their rights of defence.

Source: European Parliament, 2019, Articles 5-12, 2

As for specific measures to protect whistle-blowers, the propD#ective protects against
different forms of discrimination and retaliation in the workpl&tmough the provision of legal
advice and remedial measures (such as interim reliefemaasal of the burden of proof). It
also protects whistle-blowers against legal actions tagamst them outside the employment
relationship (for example, defamation, breach of copyright @adir of secrecy), ensures that
whistle-blowers are not liable for disclosing informationpgsally in the specific case of
gagging clauses), and calls for penalties in case alfagon.

The proposed Directive relies on the Charter of FundamRights of the European Union to
ensure the right of the persons accused by the whistle-btoveefair trial, and stipulates the
need for their identity to be protected, as is the caseparting individuals and all processing
of personal dat&

However, though the Directive clearly acknowledges the roteadke unions and other third
parties, allowing them to receive external complaints caliéhg for their consultation when
instituting internal reporting mechanisms, it does not estahhsBU-wide report-collecting
authority, as suggested by Resolution 2016/2224. Furthermore issues have been raised
about a too strict hierarchy in reporting channels, which pides internal and external
channels; its limited scope to specific policy fields, prdzing the equal protection of
whistle-blowers; and the list of categories of persons ealvevhich does not explicitly address
civil servants (European Broadcasting Union, 2018).

4.2 Application of the EU Regulation

4.2.1 Belgium, Act of July 2017

The Belgian Act on the Supervision of the Financial SectorFamancial Services, 31 July
2017, guarantees protection to whistle-blowers who report wrongdoinge t&inancial
Services and Markets Authority (FSMA), the Belgian finahoggulator. The law explicitly
refers to both Directive 2015/2392 and EU Regulation 596/2014 and séte quinciples for
whistle-blower protection, to be further detailed by the ARSRverall, while the law complies
with and follows the recommendations set forth by the Diredivd the Regulation, it does
not outline internal reporting channels and only provides for proteictithre case of reporting

13 Article 18: “Any processing of personal data cairat pursuant to this Directive, including the leage or
transmission of personal data by the competentoatis, shall be made in accordance with RegutafeU)
2016/679 and Directive (EU) 2016/680. Any exchaogé&ansmission of information by competent autiesi
at Union level should be undertaken in accordanitle Regulation (EC) No 45/2001. Personal data wizich
not relevant for the handling of a specific casalldte immediately deleted.”
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through the FSMA channels (without the creation of a new indepebddy). Additionally,
the law does not explicitly call for the protection of persalzdé.

Key aspects of the law include:

Protection from any form of liability including civil, crimal and disciplinary

proceedings as well as professional sanctions if the whistVeeblacts in good faith (a
condition of all forms of protection established by the Iakg) such, whistle-blowing

in good faith is not considered a violation of non-disclosure agretsnunder this law
(with the exception of lawyers).

All financial services employees are covered; the la® aktends coverage to self-
employed providers and employees of subsidiary companies.

Informant anonymity and protection of the personal data of thetledn®wer is
guaranteed by the FSMA.

Mandatory application (i.e. provisions cannot be waived in advémoeigh, for
instance, employment contracts and relevant non-disclosuresjause

Any form of retaliation, discrimination, and other types offaimtreatment are
prohibited in the case of good faith whistle-blowing.

Protection measures only apply for a period of 12 months fronmtleeof the whistle-
blowing or, “if proceedings are brought during this period, untitthet renders a final
decision”, with protection ensured even after the terminati@mployment.

There is an obligation to put in place internal procedures histle-blowing at the
level of financial institutions.

Reversal of burden of proof for the whistle-blower; i.ethi@ case of unfair treatment
after the whistle is blown, the employer will have to preueh treatment is not the
result of whistle-blowing.

Damage claims (or request for reinstatement) can be nmatlee case of unfair
termination of contract.

However, some gaps can be identified:

4.2.2

No independent body is established; reporting is done through the FSMA.
There is no mention of unions and employers’ organization®iActh

No information is provided on the protection of accused individdelsluding
protection of personal data).

There are no financial incentives for whistle-blowers,reamaeraged by EU Regulation
596/2014 on market abuse.

Case law of the European Court of Human Right

The case law of the European Court of Human Rights clasgifiestle-blowing as a form of
freedom of expression and emphasizes the importance of providéuyate protection to
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whistle-blowers against arbitrary interference and retatigtUnited Nations, 2015, p. 11). As
such, whistle-blowing is considered as an action warrantirgied peotection under Article 10
of the European Convention on Human Rights, which is deemed as dtéstiodhe workplace
and to the public service. The court established six crii@rigroviding a whistle-blower with
the protection of Article 10:

» strong public interest;
* public interest strong enough to “override a legally imposed dutgrdidence”;
* no available alternative to remedy the wrongdoing to be uncavered

» damage caused should not outweigh the interest of the pubbwiing the information
revealed,;

* no personal grievance, antagonism or advantage motivating thesdigc

» acting in good faith and “in the belief that the informatiorswaie and that it was in
the public interest to disclose it”.

lllustrative cases include the following.

Guja v. The Republic of Moldova — No. 14277/04

lacob Guja, Head of the Press Department of the RittseGeneral’s Office, was dismissed
after disclosing information about politicians influencing the judycidihe Court ruled that

the dismissal of a civil servant because he blew the ilistgovernment interference in the
administration of criminal justice was a violation of Aleid 0 of the Convention (European
Court of Human Rights, 2018). Since there were no internal regartechanisms, there was
an evident public interest in disclosure that outweighed theagarauffered by the public
authority. The sanction imposed was very severe, especiatigidering that the whistle-

blower’s good faith had been established. The Court noted:

The heaviest sanction possible was imposed ongplécant. While it had been open

to the authorities to apply a less severe pentigy chose to dismiss the applicant,
which undoubtedly is a very harsh measure. Thist&an not only had negative

repercussions on the applicant’s career but itccaldo have a serious chilling effect
on other employees from the Prosecutor Generaffie®énd discourage them from

reporting any misconduct. Moreover, in view of thedia coverage of the applicant’s
case, the sanction could have a chilling effectomby on employees of the Prosecutor
General’s Office but also on many other civil seitgaand employees.

In such circumstances, the Court found that it was “diffieujustify such a severe sanction
being applied”.

Mr Guja was reinstated in June 2008, but not provided with aebtadenter the premises, not
assigned any tasks, and dismissed once again after tenadllythe agreement of the trade
union and under the premise that he served at the pleasheeRifosecutor General, who had
been replaced. The national courts sustained the dismighalivieviewing allegations that

his dismissal was “in fact an attempt by the authoritedigpose of an employee whom they
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deemed inconvenient” (European Court of Human Rights, 2018). Ten lg&ansthe Court
ruled that the dismissal once again violated Article 10 efGbonvention, and ordered once
again his reinstatement. The Moldovan Supreme Court ordered deecBror General to
implement the Court’s ruling (Bizlaw, Moldova, 2018).

Heinisch v. Germany — No. 28274/08

Heinisch, a whistle-blower working for the Berlin state,swhsmissed from her job after
lodging a criminal complaint alleging shortcomings in cavigled by a private employer;
these shortcomings consisted of “insufficient staff and unaat@fy care and documentation
of care”. She was refused reinstatement by national cdurésCourt ruled that (European
Court of Human Rights, 2011):

Signalling by an employee in the public sectoilefyal conduct or wrongdoing in the
workplace should, in certain circumstances, enjoygetion. This may be called for in
particular where the employee or civil servant @ned is the only person, or part of
a small category of persons, aware of what is haipgeat work and is thus best placed
to act in the public interest by alerting the enyploor the public at large.

Marchenko v. Ukraine — No. 4063/04

Marchenko was a public servant, a teacher and the headdhdiaunion at his school, who was
sentenced to a suspended prison term for publicly accusing his sugeni@appropriating
public funds and requesting an official investigation. The Courthe basis of Guja v. The
Republic of Moldova, ruled that (European Court of Human Rights, 2009):

Signalling by an employee in the public sectodlefjal conduct or wrongdoing in the
workplace must be protected, in particular wheeedimployee concerned is a part of
a small group of persons aware of what is happesingork and is thus best placed to
act in the public interest by alerting the emplogethe public at large. ... In the light
of the duty of discretion referred to above, suidtldsure should be made in the first
place to the person’s superior or other competetitagity or body. It is only where
this is clearly impracticable that the informaticould, as a last resort, be disclosed to
the public.

Bucur and Toma v. Romania — 40238/02

Constantin Bucur, who worked for the telephone communications sumeeilkend recording
department of a military unit, was sentenced to a two-geapended prison sentence for
holding a press conference during which he reported that hisepatapped the telephones
of a large number of journalists, politicians and businesspsrdJpon assessing whether or
not the applicant had other means of imparting the informdtierpublic interest value of the
information divulged, the accuracy of the information made putiie damage done to his
department and the good faith of the first applicant, the Coled that “the interference with
the first applicant's freedom of expression, and in particwéh his right to impart
information, had not been necessary in a democratic sodEtybpean Court of Human
Rights. 2013).
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4.3 Country-specific regulatory frameworks on whiske-blower protection
in the public and financial services sectors

4.3.1 United Kingdom

The United Kingdom has one of the most comprehensive whistle-bloatecpon legislations

in the European Union; it consists of the Public Interest Disoéo&ct of 1998 (Government
of the United Kingdom, 1998, Chapter 23), the Employment Right®At996 (Government
of the United Kingdom, 1996, Chapter 18pnd the rules set up by the United Kingdom’s
Financial Conduct Authority and Prudential Regulation Authority.

Key provisions of whistle-blower protection legisléon

Following the publication of a parliamentary report recommendiad) banks put in place
mechanisms to protect whistle-blowers and that they desigmetieson in charge of effectively
handling allegations of wrongdoing, the United Kingdom’s Finar@@iduct Authority and
Prudential Regulation Authority issued a consultation papg2®1% proposing the introduction
of whistle-blower protection and procedures in the country’s fiahnustitutions (FCA and
PRA, 2015). This was followed by the issuance of a newragalating whistle-blowing that
protects the confidentiality of whistle-blowers.

The rules apply to the following entities (Covington, 2016):

* United Kingdom deposit-takers with assets of £250 million or moodyding banks,
building societies, and credit unions;

* Prudential Regulation Authority-designated investment firms;

* insurance and reinsurance firms within the scope of the Solvdn®&jrective
(2009/138/EC), as well as the Society of Lloyd’s and managjegta.

The legal instrument defines a whistle-blower as any persorhafalisclosed, or intends to
disclose, a reportable concern to a firm, the Financial Conluthority or the Prudential
Regulation Authority, or in accordance with the Employmenthi®igAct of 1996. The
protected disclosure has to explicitly be “made in the pubterest”. Moreover, the legal
instrument does not place a “regulatory duty” on blowing the whigtlegther words,
employees do not have a duty to report before whistle-blowing.tidddily, “the United
Kingdom removed the term ‘good faith’ from its law in relatimndetermining whether a
disclosure qualifies for protection, but retained the daitierrelation to deciding the remedial
compensation or reimbursement” (Government of Trinidad and ToBa@s, p. 41).

The rules require the above-mentioned firms to (Covington, 2016):

» appoint a so-called whistle-blower champion responsible for ensamt@verseeing
the integrity, independence and effectiveness of the fipolisies and procedures on
whistle-blowing;
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» establish, implement and maintain appropriate and effeictigenal arrangements for
the disclosure of “reportable concerlf$ly whistle-blowers;

* provide appropriate training on whistle-blowing arrangements to tidiagdom-
based employees, their managers and employees responsibigefating internal
whistle-blowing mechanisms; this includes making them awkFenancial Conduct
Authority and Prudential Regulation Authority whistle-blowing seegi

* publish a report at least annually to the firm’s governing bodhereffectiveness of
its systems in relation to whistle-blowing;

* include a term in any settlement agreement with a wohle¢mbakes clear that nothing
in such an agreement prevents a worker from making a protiistdolsure; this means
that it must be explicitly stated in these statementswioakers have a legal right to
whistle-blowing.

The 1998 Public Interest Disclosure Act protects whistle-bloaetiag in the public interest
against retaliation, notably through the right to file a compl® the Employment Tribunal
and through remedies in cases of unfair dismissal. It ”Woiesstablish an independent body,
protects confidential reporting rather than anonymous reporting, elreb ron internal
procedures in the case of the private sector. Additionallyathestablishes external reporting
channels as complaints can be made to a “Minister of tbenC and to the employment
tribunal. The list of protected disclosures (Government of theedrifingdom, 1998, Part
IV.A) is comprehensive in nature and includes disclosures when:

» acriminal offence has been committed, is being committedligely to be committed;

» a person has failed, is failing or is likely to faildomply with any legal obligation to
which he is subject;

* a miscarriage of justice has occurred, is occurring like$/ to occur;
» the health or safety of any individual has been, is beinglikely to be endangered;
» the environment has been, is being or is likely to be damaged; or

» information tending to show any matter falling within any one h## preceding
paragraphs has been, is being or is likely to be delilbg@iacealed.

The Act also protects whistle-blowers covered by non-discl@gymreements, with exceptions
such as lawyers and doctors who are professionally bound to respéictentiality. This
protection takes the form of a “right not to suffer detrimemid relates back to the sanction of
“unfair dismissal®® under the United Kingdom Employment Rights Act of 1996, with patenti
reinstatement as well as compensation for such dismissal.

14This is defined broadly and is not limited to resgaty matters or criminal offences. It also appl@disclosures
by third parties.

15¢“An employee who is dismissed shall be regardethi® purposes of this Part as unfairly dismiséétkireason
(or, if more than one, the principal reason) far tismissal is that the employee made a protedsstbdure.”
See Government of the United Kingdom, 1996.
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Finally, protection is extended to contractors, temporary emmogeasultants and suppliers
under the Employment Rights Act of 1996.

4.3.2 United States of America

With a long tradition of protecting whistle-blowers going bazkhe nineteenth century, the
United States is deemed to have the most complete framewaoskistle-blower protection

and incentivization. This comprises the Whistleblower Praiecfict of 1989, amended in
2012, the Sarbanes-Oxley Act of 2002 and the Dodd-Frank Wadit&eform and Consumer
Protection Act (“Dodd-Frank Act”) of 2010.

The first focuses on federal employees, the second on pdeatpanies trading on the stock
exchange and their subsidiaries, and the third on financial indusisylevblowers. The three
Acts cover different aspects around whistle-blower protediwh together, they fill in the
different gaps. All three Acts include confidentiality oéidity and personal data protection.

Relevant regulators also have guidelines and rules on whistkebprotection, including the
United States Commodity Futures Trading Commission and thedJ8iates SEC (Freshfields
Bruckhaus Deringer, 2017). These regulators act as agenciesrge of the whistle-blowing
process (receiving, investigating and awarding financiaritiges in the case of the SEC, for
instance; similarly, for the Merit Systems Protectimail) (OECD, 2010).

Key provisions of whistle-blower protection legisléon

Dodd-Frank Act, 2010:

o defines a whistle-blower as an “individual who provides informatadating to a
violation of the securities laws to the SEC accordinigstestablished procedures”;

o direct disclosure to the SEC without a requirement to fiestigough internal
procedures;

o0 potential financial awards for SEC disclosures;

o criminalization of any type of measures taken in reialiaof whistle-blowing to
the SEC; in other words, “employers may not discharge, desugpend, harass,
or in any way discriminate against an employee in the temasconditions of
employment because the employee reported conduct that the eenpdagenably
believed violated the federal securities laws”;

o invalidation of a non-disclosure agreement found to be in violatiagheoDodd-
Frank Act (Government of the United States of America, 2010).

Sarbanes-Oxley Act, 2002:

0 protection extended to subsidiaries, not just listed companies;

o remedies available to the whistle-blower include, but are nuofteld to,
reinstatement, back pay, and special damages;

36



0 both Sarbanes-Oxley and Dodd-Frank Acts include a requirement taerov
independently operated hotlines for anonymous disclosure (Governmdime of
United States of America, 2002).

Whistleblower Protection Act, 1989:

o Private right of action that gives whistle-blowers thghtito file a retaliation
complaint in federal court (Government of the United Statégreerica, 1989).

In practice, only disclosures presented to the SEC are dessswalid for protection (according
to the Supreme Court). Additionally, the fact that the letitsladoes not oblige companies to
set up whistle-blower programmes has led to various degifegsplementation (Gresko,
2018). More importantly, in response to the common practice of ctudiarestrictions to
circumvent the whistle-blower incentives (Moberly, Thomas Zamckerman, 2014), notably
through gagging clauses, the SEC has issued an order bHresg clauses as it took
administrative action against one company “for requiring emp®yeesign confidentiality
agreements that could impede employees from reporting viola{uskerman, 2018).

4.3.3 Singapore

Though Singapore boasts strong corporate governance cuftlreisg ranked sixth in the
Corruption Perceptions Index issued by Transparency Internatior2017 (Transparency
International, 2017b), there is currently no overarching legisigirotecting whistle-blowers
(Ungki and Aravindan, 2018)Vhile the country’s Prevention of Corruption Act is currently
being reviewed and is likely to be amended, the governimegiuctant to introduce such laws,
primarily because it may have repercussions on employmentilaeldldws as well as
potentially raising the cost of doing business (McLaren, Kéadal Rook, 2019).

Key provisions of whistle-blower protection legisl&on

Provisions across a range of legal texts and adminigratiicies exist to protect whistle-
blowers, and include the following.

* Prevention of Corruption Act (Government of Singapore, 2012): sectioff@6lsa
anonymity to whistle-blowers who report to the Corrupt Practice®stigation
Bureaut’

» Corruption, Drug Trafficking and Other Serious Crimes (Confiscaifdenefits) Act
(Government of Singapore, 1993): Mandatory whistle-blowing in #se ©f drug
trafficking and criminal conduct, including for bankers and lawgerserned with the
duty of confidentiality (section 39). Sections 43, 44 and 45@tstect whistle-blowers
in the specific cases relevant to money-laundering and prawioleymity.

1%For instance, the Central Bank recently shut dommtianks for alleged money-laundering activitidatesl to
Malaysia’'s 1MDB fund.

17This is subject to exception, as the right to amaity may be revoked by the courts if there is reasdbelieve
that “justice cannot be done without revealing ithentity of the informer or that the whistle-bloweid not
believe that the statement he or she was makingrwasor actually knew that the statement wasfals
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* Workplace Safety and Health Act (Government of Singapore, 20@&g}ion 18
prohibits employers from dismissing an employee who “in gfaoth sought the
assistance or made a report to” an inspector, authorizedrper any other public
authority in health and safety-related matters only; whd assists in the conduct of
any inspection or investigation for breach of the Act.

» Competition Act (Government of Singapore, 2006b): The Act ashad a Leniency
Programme allowing a whistle-blower reporting to the CortipatiCommission of
Singaporé® to have anonymity and immunity, or a reduction of up to 10@&@et of
the financial penalties.

* Singapore Companies Act (Government of Singapore, 2006c): Auditoes dav
mandatory duty to report alleged frauds perpetrated by employa@stthe company
audited.

» Penal Code (Government of Singapore, 2008): Chapter 224 protectsitfedkses,
including informants, from potential retaliation or intimidatioa’standard practice.

» Various incentives and policy programmes are in place, ingutle whistle-blowing
policy of theMonetary Authority of Singaporgeared towards public reporting under
the staff code of conduct.

» Additional points are awarded under the Singapore Governance and Teamcgpa
Index for anonymity in the whistle-blower protection systemsugeby Singapore-
listed companies (National University of Singapore, 2018).

* The Singapore Code of Corporate Governance (Monetary Authorityngfsre,
2018): The Code encourages listed companies to create a Volostier reporting
mechanism and inform employees about its procedures.

« Given the lack of explicit legal provisions protecting whigtlewers from retaliatiof?
including those involved in the illegal activity reported, toairts have the discretion
to determine the extent to which whistle-blowers are ligtenarily based on their
motivation and “good faith”.

In practice, a lack of explicit protection of whistle-blavpersonal data has had repercussions
on the lives and safety of whistle-blowers, as demonstigt¢he publicized case of Tan Keng
Hong, who, in 2012, became a victim of “incessant harassrbentiuse “his name, identity
card number and address” were made public in a public court docutesgt.had blown the
whistle on an energy company in 2011 after witnessing an enveéraahcrime while working
at the Maritime and Port Authority of Singapore (Othman, 2014).

18 Renamed the Competition and Consumer Commissi&@ingfapore in 2018.

1%For instance, no protection is provided to whitlewers of security offences in the Securities Bntlires Act,
Chapter 289, 2006.
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4.3.4 South Africa

The Protected Disclosures Act of 2000 is South Africa’s whislitlever protection legislation.
It was amended in 2017, modernizing the original Act (Governofe®buth Africa, 2017). It
protects paid employees, including “independent contractors, tanisylagents and those
rendering services to a client whilst being employed bymagteary employment service’ (i.e.
a labour broker)”, in both the public and private sectors. Thealaw protects against non-
disclosure agreements. On the other hand, the Compani¢&é&arnment of South Africa,
2009) provides protection to suppliers, including contractors, asgshareholders, directors,
company secretaries and prescribed officers. It is compselee in terms of explicitly
mentioning potential types of retaliation, as follows:

a) “being subjected to any disciplinary action;

b) being dismissed, suspended, demoted, harassed or intimidated,;
c) being transferred against his or her will;

d) being refused transfer or promotion;

e) being subjected to a term or condition of employment or re¢inénvhich is altered or
kept altered to his or her disadvantage;

f) being refused a reference or being provided with an advefesemnce, from his or her
employer;

g) being denied appointment to any employment, profession or office;
h) being threatened with any of the actions referred to [irdgraphs (a) to (g) above; or

i) being otherwise adversely affected in respect of his petmployment, profession or
office, including employment opportunities and work security.”

Additionally, the Protected Disclosures Act, 2017, introducesotbiggation to establish
internal reporting procedures at the company level and the eetpnt to make employees
aware of their existence. It also includes protectionresgaivil or disciplinary proceedings. In
terms of due process guarantees, the law states that ‘@kgnwho has been subjected, is
subjected or may be subjected, to an occupational detrimbrgach of sectionZ3,or anyone
on behalf of a worker who is not able to act in his or her owrepamay approach any court
having jurisdiction for appropriate relief”. In the past, faaeple as was prescribed in the
Labour Relations Act (Government of South Africa, 1995), the pribtmibof unfair dismissal
and occupational detriment and the compensation for damages couldeotétermined by
the Commission for Conciliation, Mediation and Arbitration #melLabour Court.

20section 3 of the Protected Disclosures Act, 20&fldishes that “no employee or worker may be siidjeto
any occupational detriment by his or her employeaccount, or partly on account, of having madectepted
disclosure” and that “where an employer, undeet@ess or implied authority or with the knowledde client,
subjects an employee or a worker to an occupatide@iment, both the employer and the client anetlypand
severally liable”.
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Disclosures are protected if made in good faith, though this islefoted in the Protected
Disclosures Act of 2000, following the established procedwiabkshed by the employers, if
done through internal channels, and reported to:

* an employer,

» alegal adviser, in the course of obtaining legal advice;

» the South African Police Service, members of Parliameneaed the media;

» The Public Protector, the Auditor-General or a person or body fireddyy regulation.

Employees are protected against professional retaliatioeraptbyers must protect whistle-
blowers or risk liability. Further sanctions for dismissal offastle-blower are provisioned by
the law and compensation can be provided for damages suffatgitioAally, “any provision
in a contract of employment or other agreement between an esnplag an employee is void
if it purports to exclude any provision of the Protected DisclEsukct, to preclude the
employee and to discourage him/her from making a protected dis€losur

The Protected Disclosures Act differs from the legislapogviously examined in several
ways, among them:

» the lack of specific provisions protecting whistle-blower infation;

» the need for whistle-blowers to identify their sourcesdart according to section 205
of the Criminal Procedures Act;

» the lack of provision of details on internal and external mesh@and procedures;

» the lack of provision for an independent body.

4.3.5 Tunisia

Tunisia adopted a comprehensive whistle-blowing law in March 2@hth included a
section on whistle-blower protection (Government of Tunisia, 20Ifs law defines a
whistle-blower as “a person who reports reasonable suspicions ofdeingg either in the
public or private sector”, including a specific mention of pulbind State-owned financial
institutions. The most important characteristics of the laenaaa follows:

» explicit protection of personal information, with confidentialityaganteed if so
requested but not anonymity, as whistle-blowers have to declarédimities during
the reporting to the independent body;

» reliance on the independent anti-corruption body for external report@ahanisms
(electronic, physical and mail channels are describedtail agth special provisions
for disabled individuals, and feedback after two months is gteed);

» obligation for public entities and State-owned institutions tat#ish internal reporting
mechanisms and the designation of an adequately staffed andefihadministrative
unit in charge of handling the reports;

» provision for financial rewards to whistle-blowers reporting tagal financial
irregularities in the public sector;
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e guaranteed whistle-blower protection through immunity from crimioail and
administration prosecution;

* security protection, if needed,;

» personal data protection;

» exception to duty of confidentiality in specific sectoral sase

» legal aid and psychological assistance;

e compensation in case of retaliation inflicted,;

* prison sentences for individuals divulging the identity of whisttevers;

» prison sentences for individuals physically harming whistle-biewe

» prison sentences for individuals who inflict any form of rat&n on whistle-blowers;
* prison sentences in case of obstruction of justice.

Despite the breadth of the law and its comprehensivenassest not protect private sector
workers explicitly, and does not detail processes and reportammels specific to the private
sector. Moreover, it does not exempt whistle-blowers from P€pdkeprovisions against
defamation of State leaders and public institutions, often wseshdermine protection of
whistle-blowers (Government of Tunisia, 2017).

Implementation has been delayed because the necessauyiarstltframework is yet to be

put in place. For instance, nearly 280 public institutions haveat@tsyablished administrative
units dedicated to receiving and handling reports, and applicd¢iorees have not yet been
published (La Presse de Tunisie, 2017).

4.3.6 Brazil

Overall, Brazil's whistle-blower protection apparatus isyManited. No specific legislation
about the matter exists but a number of laws and other measutiysaddress the issue. In a
context of high public distrust of the government, Brazil adopta laws and policies to
promote transparency (Otto, 2017; Wolfe et al., 2014). The follpware the most notable
examples.

» Federal Constitution of 1988 (Government of Brazil, 1988): The @otish provides
for protection of personal data and access to moral danragase of violation.

* Law No. 8.443 of 1992 (Organic Law of the Court of Accountshaf Union)
(Government of Brazil, 1992): “Any citizen, political partgssociation, union or
professional association may file a complaint with resgecirregularities and
violations of the national audit law” (Wolfe et al., 2014).

» Law No. 12.846 of 1 August 2013 to combat actions prejudicial tagoadhininistration
(called the “Clean Enterprise Act”) (Government of BkaZ013): Encourages
companies to institute internal disclosure procedures.
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» Decree No. 8.420/2015, complementary to Law No. 12.846 (Goverrohd3razil,
2015): The decree sets up an integrity programme and estalimihes of conduct and
ethics codes evaluated on the basis of a number of criteriiadimg the existence of
internal reporting channels and whistle-blower protection meanani$he Decree
does not detail these channels and mechanisms further.

* Law No. 8.112 of 1990 (Civil Service Act), amended by theeBom of Information
Law No. 12.527 of 2011 (Government of Brazil, 2011): The legsiathandates all
civil servants to “bring irregularities of which they haueowledge because of their
position to the attention of their higher authority” or “dretcompetent authority”, and
provides for protection against civil, criminal or administratiability but not against
retaliation.

* Law No. 13.608 of 2018 (Government of Brazil, 2018): The law autt®Bzazilian
states, trade unions, federal districts and municipalitiestablish reward systems for
whistle-blowers. It also authorizes Brazilian statesdiatdish hotlines for whistle-
blowers, guaranteeing confidentiality, and creates a Natkunadl of Public Security
to support their implementation and assist in setting up ilbgeamentioned reward
mechanism (da Cruz, 2018).

In practice, the system in place has not been effectivdemonstrated by the case of Marcia
Reis, who was imprisoned for whistle-blowing and who criticiZetlowing her release, the
content of the legislation as well as the length of thesiyative process (Transparency
International, 2015b). In essence, given the limited informatmgrand the confusion related
to, protection coverage, i.e. the eligibility for protectiagainst retaliation, the type of
protection provided, and non-disclosure agreements, the Brawiliestle-blower protection
system remains very weak.

4.3.7 Namibia

In October 2017, two overarching instruments were signed into Téne: Whistleblower
Protection Act Nol10 of 2017, and the Witness Protection Act Nbof 2017 (Government of
Namibia, 2017a, 2017b). The instruments set out specific ediikilver and witness
protection provisions against any form of retaliation, with extieisecourse mechanisms.

The Whistleblower Protection Act criminalizes retaliatiand imposes a fine of 75,000
Namibian dollars or a jail term not exceeding 15 years, or lmsthanyone convicted of
retaliation. It also shifts the burden of proving that t@lration against the whistle-blower
was not as a result of the disclosure to the person whoemsdleged to have taken the
retaliatory action. The Act explicitly specifies wherhistle-blower protection should be
provided in subsections 45(1), 39(2) and 43(3). According to the daseédtions, a whistle-
blower is entitled to protection (including any person reladeat associated with the whistle-
blower) from the date of receipt of a disclosure of improper cdrimuan authorized person.
The provisions also render void any employment contract provisi@misséek to prevent,
preclude or discourage employees from making a disclosure. Tlestablishes independent
dedicated institutions such as the Whistleblower Protectionce)ffthe Whistleblower
Protection Advisory Committee and the Whistleblower Praiad®eview Tribunal, which are
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aimed at giving whistle-blowers sufficient mechanismgddress in cases of infringement and
retaliation. The Whistleblower Protection Review Tribunal thes same powers, privileges
and immunities as those of a magistrate court in a caiten

However, the Whistleblower Protection Review Tribunal latlksiecessary independence,
because appointment of members to serve on the Tribunal isthedexclusive power of the
President, upon recommendation by the Minister. The provision ornrthimétion of contract
in section 11, subsection 9(c), does not define what constitntepacity to perform”, and in
section 11, subsection 9(d), the Minister has been giveprénegative to come up with “any
other reason” he or she “considers good and sufficientttoinate the employment contract
of any member serving on the Tribunal. Though the Act establsibgsessive mechanisms
towards an environment in which whistle-blowers can exercigeritjets and freedoms, these
provisions negate the need for guaranteed security of tenure apdndeéace of adjudicators
in matters of whistle-blowing.

The Witness Protection Act provides wide-ranging provisionshereffective protection of
witnesses and related persons whose safety or well-beindpenat/ risk because of bearing
witness, being involved in proceedings or being related to thetledmlower. The Act
proposes the establishment of a Witness Protection Unit, WitRestection Advisory
Committee, Witness Protection Programme, and Witness RooteReview Tribunal as
independent bodies tasked with the responsibility of protecting wi#resnd their relations
who may be targeted.

Any witness can apply to be admitted to the Witness Protetogramme and such admission
does not depend on providing evidence. As long as there is redselieve that “any witness
or related person who has reason to believe that hisra@afety or wellbeing is or may be
threatened by any person or group or class of persons, whether lotwm or her or not,
because of his or her being a witness or related peraamii,asperson can apply for admission
to the programme. The Act has strong provisions on the protedtidantity, going so far as
to provide new identity to the protected or former protectedgpewhen the need arises. It
provides strong non-disclosure measures relating to originaltigémtinother person, even in
legal proceedings, or any details of the protection agreesmethe operations of the Witness
Protection Programme. Failure to do so attracts, upon canvia fine of not more than
100,000 Namibian dollars or imprisonment not exceeding ten yedysttor

Furthermore, the Act provides in subsection 57(1) that fagmewho has, in whatever way,
obtained access to information or a document relevant tortigeaPhme may not disclose or
communicate such information” to another person:

» about the programme;

» about the identity or location of a protected person, a fornmweged person or a
person who has been or is being considered for admissioa podgramme;

» that compromises or may compromise the security of anyrstafiber of the Unit or
any person who has performed a function for or on behalfedftht, or the integrity
of the programme.
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Failure to do so attracts, upon conviction, a fine of not ni@ne 100,000 Namibian dollars or
imprisonment of not more than ten years, or both.

As for the Whistleblower Protection Review Tribunal, the appoamit of members to serve

on the Tribunal lies heavily on the political authority, but@msultation with the Chief Justice.

Security of tenure is also not guaranteed, as the Actiioeeb1, subsection 10(c), does not
define what constitutes “incapacity to perform”, and gives pswethe Minister in subsection

10(d) to terminate their contracts for “any other reason” hsher “considers good and

sufficient”.

4.3.8 France

In France, Law No. 2016-1691 of 9 December 2016 relating to Taesrsgy, the Fight against
Corruption and Modernization of Economic Life (Government of Fra@€4,6) places
responsibility on the employee to submit notice of complaintrextor indirect supervisors,
or to the employer or any designated representative. Thaeliwes a whistle-blower in Article
6 as “a natural person who discloses or reports, disintdhested in good faith, a crime or
offence, a serious and manifest violation of an internaticoaimitment duly ratified or
approved by France, of a unilateral act of an internationainagtion taken on the basis of
such commitment, as well as of the law or regulationsseriaus threat or harm to the general
interest, of which he or she has been personally aware’lalihalso provides whistle-blowers
with an appeal mechanism through the judicial authority, admitn&raauthority or
professional order within a reasonable time. The reasonatddginot defined except in cases
of emergency, where the whistle-blower is permitted to bypdssnistrative procedures and
directly report to the judicial authority, administrativetaarity or professional order and make
the information public.

Thus, the law makes provision for the whistle-blower to malke itfiormation public,
especially if there is no redress after three months of istifigrthe report. The law encourages
companies of not less than 50 employees to set up interchbmisems for receiving reports
from whistle-blowers, which must specify:

» the manner in which the whistle-blower addresses his oepertr providing the facts,
information or documents likely to support the report;

» the measures taken by the company to inform the author of the wethanit delay and
to guarantee its confidentiality.

Whistle-blowers are protected against exclusion from a reweuit procedure or access to an
internship or a period of professional training. FurthermoreclariO(1) provides that “no
employee may be punished, dismissed or subjected to discionindirect or indirectly,
particularly with regard to remuneration ... training, reslcation, assignment, qualification,
classification, professional promotion, transfer or renewabafract” for filing a report.
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The procedures established within the Financial Markets Atgh@kutorité des Marchés
Financiers, AMPt are only applicable when the suspected facts relate twhes of the

European texts, the Monetary and Financial Code or the Geregralaon of the AMF, with

which the AMF is charged with ensuring compliance (Finamdakets Authority, 2018). The
whistle-blower who has knowledge of these facts, for examiesiar her professional life or
business relations, can then benefit from guarantees. Upomptretehe report, the AMF

analyses the elements and decides on the follow-up actions vigldompetence; it cannot
deal with reports that would be the responsibility of other autbsrifthe Prudential
Supervisory and Resolution Authority, for example), or compenkatavhistle-blower, or

provide a solution to a possible dispute with an employer.

4.3.9 Switzerland (Canton of Geneva)

In January 2018, the State Council of the Canton of Geneva prskatdraft Law on the
Protection of Whistle-bloweréB507) (State Council of the Canton of Geneva, 2018).
However, the provisions of the draft Law are not considereduate to promote whistle-
blowing and protect whistle-blowers. For example, the draft pewides in Article 4(1) for
the hierarchical reporting of cases, according to whichapert should be examined by the
employer as provided for in Article 5(1) in order to establish fiacts and take necessary
measures with a view to making the unlawful conduct ceasseTrevisions do not guarantee
the independence of the persons tasked with the responsib#itaimine the report and do not
provide for the establishment of independent internal reporting aneshs that could
guarantee anonymity and confidentiality of the whistle-blower.

While Article 8 requests the employer to put in place procedfwe reporting illegal
behaviour and for protecting whistle-blowers and witnesses, amdiioing line managers on
procedures related to the reporting and protection of whistlegntoand witnesses, there is no
explicit reference to the establishment of an independent atheajrganization to preside
over such reports.

Regarding the protection of whistle-blowers, the draft Lawgdaesponsibility solely on the
shoulders of the employers, despite the principle enshrinetemmational law that States, not
companies, are obligated to respect, protect, and fulfil hurghts — wherein whistle-blowing

is included, as classified by the European Court of HumahtRitase law cited in section
4.2.2 above. Article 7(1) of the draft Law states that fir@ection of whistle-blowers and
witnesses of unlawful conduct ... shall be provided by the employer”.

4.3.10 Canada (Quebec)

The Act to Facilitate the Disclosure of Wrongdoings relatinBublic Bodies, 2016, mandates
any person to disclose information to the public in urgenasitns, if there is “reasonable
grounds to believe that wrongdoing has occurred or is about to pesewssisk to the health

21 The AMF has a system that enables it to receiwk @ocess alerts concerning potential breachedeof t
regulations it supervises and which guaranteesctimdidentiality of the notifier and the persons cemed,
pursuant to Law No. 2016-1691 of 9 December 2016Tmansparency, the Fight against Corruption and
Modernization of Economic Life.
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or safety of a person or to the environment” (Government @b€ej 2016). However, the
same person must first communicate these facts to theepoli the Anti-Corruption
Commissioner.

The Act also encourages any person to make applications @uibec Ombudsman seeking
information on how to make a disclosure or advice regardingriteedures to be followed.
Private and public entities are encouraged to facilitatestablishment of internal mechanisms
to allow for disclosures by employees. The Act guarantees eoifidity and protection of
whistle-blowers from reprisals. However, protection is notredee to municipal and private
sector employees. The Act also makes provision for withdrafyabtection from any whistle-
blower who makes a denunciation in the media or fails to asltliegolice first.

4.3.11 Peru

Peru ratified the ILO Labour Relations (Public Service) Catiga, 1978 (No. 151), in the
1979 Constitution, citing corruption as a main reason for the ingyadoifiong public servants
(Library of Congress, 1978, p. 407). It was the sixth ILO merSi&te to do so.

In 2010, Peru adopted the Act on Protection of Whistle-blowePsiblic Administration and
Effective Collaboration in Penal Matters (Government of P2010). The Act covers any
citizen who files a substantiated complaint of arbitrary kegal actions in public
administration, defined as actions or omissions that are gotntegal texts and affect or
endanger public administration. The Office of the Controlleeixes these complaints and
addresses those under its purview, channelling others to the teongethorities. However,
only complaints about procurement are allowed against acgivitienational defence,
intelligence and foreign relations. It also excludes infoilonabbtained in violation of
fundamental rights or professional secrets, where the whisiéebis protected by other laws,
or regarding issues that are in litigation in a courtiof br administrative body. If covered, the
Act guarantees the confidentiality of the complaint; provideassigning a code to protect the
whistle-blower’s identity; empowers the Controller to protdw twhistle-blower against
dismissal or harassment; allows courts or administrative baddieseduce criminal or
administrative penalties of co-conspirators, but not of thenncaiprits; and awards a
percentage of the proceeds of the recovered funds to theealhiisiver.

Specifically for public servants, the Code of Ethics mandateh government entity to
establish a mechanism to protect whistle-blowers amongr#reis. In addition, the Peruvian
Government included the collective agreements signethenpublic service in its anti-
corruption strategy for 2014 (Government of Peru, Office of InteSnpkrvision, 2014).

4.4 Checklist of the status of country-specific ragatory frameworks

The country-specific legal instruments analysed using the pasmscy International
framework shows that there is more that needs to be donevédodeoverarching legal
frameworks that address specific and salient issues facethibite-blowers. Most countries
analysed either have no or ambiguous minimum thresholds for pootettte meanings of
“good faith”, or honesty, or the implications of “honest mistakeg”aten not clear. Other
countries still do not grant protection to those who blow the tighégsyonymously, although
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their information may be credible and useful in prosecutingp#rpetrators. The “islands of
honesty” occupations are not comprehensively protected from dednaisd other retaliatory
actions, especially in countries where there are no ovengrakhistle-blower protection
frameworks, which are beginning to guarantee protection to “anybpesho blows the

whistle.

Internal reporting channels are still absent in most ofrtbgliments analysed. Though there
are some forms of external reporting channels (anti-corruptiormissions, consumer
protection commissions, securities and exchange commissions, pubéctor, the police) in
all the countries considered, questions on their independencepfbiical influence and
interference are commonplace, and those involved in impropnietgither not prosecuted or
are exonerated from prosecution by political authorities, remgi@ristle-blowers vulnerable
to retaliation and further entrenching the culture of impunity.

Table 4.1 presents a checklist of the status of countryfgpedistle-blower protection
regulatory frameworks.
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Table 4.1 Checkilist of the status of country-speéd whistle-blower protection regulatory frameworks

o United United . South - . . - Canton of | Canada
Criterion Kingdom States Singapore Africa Tunisia Brazil Belgium | Namibia France Genevi | (Quebec Peru
Broad_ coverage of Yes Yes Yes Yes Yes ? Yes Yes Yes ? Yes Nag
organizations
Broad dgflnltlon of reportable Yes Yes Yes Yes Yes ? Yes Yes Yes No Yes Yes
wrongdoing
Broad definition of whistle- Yes Yes Yes Yes Yes No Yes Yes Yes No Yes
blowers
Overarching whistie-blower Yes Yes No Yes Yes No No Yes Yes ? Yes Yes
protection legislation
Range_ of intemal / regulatory Yes ? ? Yes Yes ? No Yes Yes ? Yes No
reporting channels
External reporting channels |y Yes Yes Yes Yes Yes Yes Yes Yes No Yes Ng
(third party / public)
Thresholds for protection ? ? ? ? ? No ? Yes ? N ?) No
Provisions and prqtectlons fo No ? Yes ? No ? Yes Yes ? No ? Yes
anonymous reporting
Confidentiality protected Yes Yes Yes Yes Yes Yes esY Yes Yes No Yes Yes
Inter_nal disclosure procedure Yes ? Yes ? Yes Yes Yes Yes Yes Yes Yes Ng
required
Brogd protectlons against Yes Yes Yes Yes Yes ? ? Yes ? ? ? Yes
retaliation
Com'prghenswe remedies for Yes Yes Yes ? Yes No No Yes ? ? ? No
retaliation
Sanctions for retaliators ? Yes ? No Yes No No Yes ? ? ? Yes
Oversight authority Yes Yes No No No No No Yes Yes No Yes Yes
Transparent use of legislation Yes Yes Yes| Yeg ? ? Yes Yes Yes ? Yes ?

* Not part of the Transparency International franoekv

48



4.5 Gender considerations in the development and plscation of whistle-
blower protection frameworks

Whistle-blower protection mechanisms need to assess andeotig gender dynamics within
workplacesthat may incentivize or discourage women’s and men’s equétipation in
reporting misconduct.

The legal frameworks around non-discrimination and equal opportund®swell as
employment relationships, may play an important role in empag@mnd enabling women to
take the decision to report wrongdoing. In fact, women’s eympént status, especially in the
case of unclear contractual arrangements, may influence wi#ingness to report
irregularities.

As far as the specific regulation and legislation aroundtieHidowing is concerned, research
identifies “gender-effect-conscious whistle-blowing policies” arehsures that may help in
ensuring that women participate on an equal footing ingperting of misconduct (Tilton,
2018). In particular, mechanisms integrated in whistle-bloweteption policies may have
divergent effects depending on gender differences. Some reskavehthat women and men
engage in particular types of reporting in different waysadrticular, women tend to act by
observing the misconduct themselves, and less often by aujlestidence that wrongdoing
occurred; and they are less confrontational towards theedllpgrpetrator and more likely to
report to a third party (either internally or externallytph, 2018, p. 355).

Women also give more importance to anti-retaliation asfidentiality measures, and are
more likely to comply with the duty to report when this is eomplated in the policy. National
frameworks and regulations should ensure that a more in-deptfsianal provided of the

circumstances that make women and men respond to whistle-pogtection measures in
different ways. This analysis should include the employmerttoethips and social dynamics
within the workplace, as well as the power dynamics (Tilton, 201859).

49



5. Concluding remarks

A number of countries and international bodies have adopted instrutogntstect whistle-
blowers since 2015. Several trends in whistle-blower proteat@mnegworks emerge from our
analysis. While the European emphasis is on “protectionrgbpal data, due process and a
presumption of innocence for those whom a whistle-blower accusesonfidoing” (DLA
Piper, 2015), others emphasize anonymity and whistle-blowing hotlM&asldwide,
comprehensive coverage, in terms of eligibility for protecthas become the norm, while a
move towards criminalization of retaliation, remedies famdges, and the establishment of
sanctions against gagging clauses is clear.

While these are important components to take into account whemnfy national and
international legal frameworks protecting whistle-blowers, tiesdso a lesser trend to shift
the burden of proof to the defendant while lowering the standapdoof on the part of the
whistle-blower, requiring the establishment of a preponderahegidence rather than proof
beyond reasonable doubt.

Most institutional and national legislation does not distingbistween workers responsible
for reporting as part of their job (for example, finananauistry regulators and auditor-general)
and employees who report as part of ethical conduct. While evepfoyee may have an
ethical responsibility to report wrongdoing and should be protectea, iharneed to clearly
establish distinct roles and responsibilities of those redjuoeeport misconduct as part of
their job description, so that adequate measures can be pravidethdate them to carry out
their functions without fear of retaliation. Research showsth@most common method for
the initial detection of corruption is tips, usually provided mptyees, followed by internal
audit and management review (ACFE, 2018, p. 5).

This suggests that strong internal controls can promote whistigng and motivate the
employees of oversight bodies to refer the cases for prosecfiiadhe United Nations Joint
Inspection Unitreport points out: “Staff rely on the independence of suchtifurge when
reporting sensitive information that can carry significaputational and operational risks for
an organization if unreported, on the belief that they lellprotected if they do so” (Joint
Inspection Unit, 2018, para. 146). The ACFE report also showmtaeal control weaknesses
are responsible for nearly half of all fraud cases (ACBH18, p. 5). And in the
recommendations to the United Nations General Assembly, gheig Rapporteur on the
promotion and protection of the right to freedom of opinion and esiorestressed that
“internal institutional and external oversight mechanisms shoulvige effective and
protective channels for whistle-blowers to motivate remexdiabn. In the absence of channels
that provide protection and effective remediation, or thhtdaio so in a timely manner, public
disclosures should be permitted” (United Nations, 2015, para.A6#cent study of 1,000
whistle-blowers (50 per cent in the public sector, 7 pet icefinancial services) found that
most of them attempted to use internal procedures atdimdt,used external mechanisms if
their initial attempts failed, which suggests that the optfae@orting to external institutions
may improve the safety and effectiveness of whistle-blowihglic Concern at Work and
University of Greenwich, 2013).
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Therefore, both internal and external oversight mechanisms appsamore effective when
they not only are independent of any undue political and hierarchiessuye, influence or
interference, but also make provisions for additional checks arahdes accorded by
independent and impartial appeal mechanisms.

As has already been alluded to in many legal provisions athlgsotection of whistle-blowers
should not be restricted to particular persons but can be braadyh to cover all types of
stakeholders. The Special Rapporteur on the promotion and protectierafht to freedom
of opinion and expression called for legal whistle-blower prmecystems that protect:

... any person who discloses information that hénerreasonably believes, at the time
of disclosure, to be true and to constitute a ttwe&arm to a specified public interest,
such as a violation of national or international,labuse of authority, waste, fraud or
harm to the environment, public health or publifesa Upon disclosure, authorities

should investigate and redress the alleged wrongdeithout any exception based on
the presumed motivations or “good faith” of thequer who disclosed the information

(United Nations, 2015, para. 63).

In contrast, concepts like “serious wrongdoing” that cannot ebsilgefined, and whistle-
blower protection limited to persons in employment-based oelstiips, may not make
whistle-blowers feel adequately protected.

The legislation analysed in this paper tends to focus ongtirajewhistle-blowers from
retaliation, but not on penalizing those who retaliate. Theftgtiser need for research on the
possible benefits of these penalties, which the Committdexperts on the Application of
Conventions and Recommendations has stressed are necesslingss other problems, such
as anti-union discrimination. The Special Rapporteur on the promatid protection of the
right to freedom of opinion and expression has called for legakfrenmks in which:

.. acts of reprisals and other attacks against leHidowers and the disclosure of
confidential sources must be thoroughly investigated those responsible for those
acts held accountable. When the attacks are coddumgerpetrated by authorities in
leadership positions they consolidate a culturesilgince, secrecy and fear within
institutions and beyond, deterring future disclesut.eaders at all levels in institutions
should promote whistle-blowing and be seen to stipplaistle-blowers, and particular
attention should be paid to the ways in which arties in leadership positions
encourage retaliation, tacitly or expressly, agamtsstle-blowers” (United Nations,
2015, para. 66).

Social dialogue has also been an important part of thisegsod-or example, European
Parliament Resolution 2016/2224 called on Member States to includmsuim the
development of official reporting channels and dispute resolutiorepses. The peer review
on “Enhancing whistleblower protection through better collaboratidwdsn responsible
authorities — a tool to prevent and tackle work-related crirhefd in Oslo, Norway, in
February 2019, also called for employers’ organizations to beviedoin ensuring the
protection of whistle-blowers (European Commission, DirectaEatreral for Employment,
Social Affairs and Inclusion, 2019). Social dialogue and collediargaining can contribute
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by bringing out workers’ interests, building trust between thiégsaand in the change process
itself, and empowering workers to contribute to the goalseobtbanization.

However, social dialogue and collective bargaining can alde ¥@yond these concerns. They
can also strengthen the effort to professionalize public ®rapk by institutionalizing the
bidirectional exchange of information and mutual agreementstabksh collaboration
mechanisms for the improvement of services, as well asdhrclauses for recruitment and
selection, performance management, and career developnirtaining. Besides, social
dialogue has the potential to harness the expertise thatemsodevelop through their
engagement with the public, which is the same expertisedouats defer to when reviewing
decisions made by executive branch agencies.

As this paper shows, international organizations — includingi tbe- have assumed a larger
role in calling on member States to protect whistle-blow&&014 article in thénternational
Labour Reviewargued: “Given the piecemeal nature of the current internhi@oraventions
and the uneven protection afforded to whistleblowers by ILO meiates, it might be argued
that this issue should now be addressed with some urgencstefiag and Lewis, 2014).
Furthermore, the authors conclude that “whistleblowing can onlyeb# with in a broader
context of fundamental rights of employees”.

In light of the above, there appears to be a need for furtennational normative work on
whistle-blowing protection in the workplace. Any such work wouldfelthe three threads of
logic underlying the ILO’s normative system, as outlined bylltk Director-General when
presenting the initiative on the future of work in 2015:

» the need to establish a level playing field between merSketes on the basis of
common standards;

» the shared objective of establishing universal respecufatamental principles and
rights at work, as set out in the 1998 ILO Declaration on Fuedéal Principles and
Rights at Work;

» the idea that international labour standards — including non-binding Resaaations
— should provide a framework of guidance for member Statdsegisseek to marry
economic growth with social progress (ILO, 2015, para. 77).

This paper has attempted to shed light on current law anticeracthe area of whistle-blower
protection, and to identify areas where further elaborationin€iptes may be needed. We
hope it can serve as a useful reference, should ILO conssitabonose to pursue further
normative work in this field.
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